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Algorithmic Decision Theory 

ÅTodayôs decision makers in fields 

ranging from engineering to 

medicine to homeland security have 

available to them: 

īRemarkable new technologies 

īHuge amounts of information 

īAbility to share information at 

unprecedented speeds and 

quantities 
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Algorithmic Decision Theory 

ÅThese tools and resources will enable better 

decisions if we can surmount concomitant 

challenges: 

īThe massive amounts of data available are 

often incomplete or unreliable or distributed and 

there is great uncertainty in them 
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Algorithmic Decision Theory 

ÅThese tools and resources will enable better 

decisions if we can surmount concomitant 

challenges: 

īInteroperating/distributed decision makers and 

decision-making devices need to be coordinated 

īMany sources of data need to be fused into a 

good decision, often in a remarkably short time 
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Algorithmic Decision Theory 

ÅThese tools and resources will enable better 

decisions if we can surmount concomitant 

challenges: 
īDecisions must be made in dynamic environments 

based on partial information 

īThere is heightened risk due to extreme consequences 

of poor decisions 

īDecision makers must understand complex, multi-

disciplinary problems 
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Algorithmic Decision Theory 

ÅIn the face of these new 

opportunities and challenges, ADT 

aims to exploit algorithmic methods 

to improve the performance of 

decision makers (human or 

automated). 

ÅLong tradition of algorithmic 

methods in logistics and planning 

dating at least to World War II. 

ÅBut: algorithms to speed up and 

improve real-time decision making 

are much less common 

Pearl Harbor 
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Algorithmic Decision Theory 

ÅThe goal of the field of ADT is to explore and 

develop algorithmic approaches to decision 

problems arising from a variety of application 

areas. 

ÅThis requires collaborations: 
īComputer scientists with decision theorists 

īStatisticians with economists 

īMathematicians with behavioral scientists 

īOperations researchers with public health 

professionals 
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Algorithmic Decision Theory 

ÅFirst International Conference 

on ADT, Venice 2009. 

ÅSecond International 

Conference on ADT, DIMACS 

Center, Rutgers University, 

October 2011. 

ÅThird International 

Conference on ADT ï probably 

Belgium in 

Fall 2013.  
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ADT and Smart Grid  

ÅMany of the following ideas are borrowed from a 

presentation by Gil Bindewald of the Dept. of  Energy to 

the SIAM Science Policy Committee, October 2009.  

ÅOthers benefit from a presentation by Massoud Amin at 

DIMACS workshop on ADT and the Smart Grid, 

October 2010.  
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Todayôs Electric Power Grid 

ÅTodayôs electric power systems have grown up 

incrementally and haphazardly ï they were not 

designed from scratch 

ÅThey form complex systems that are in constant 

change: 

īLoads change 

īBreakers go out 

īThere are unexpected disturbances 

īThey are at the mercy of uncontrollable 

influences such as weather 
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Todayôs Electric Power Grid 

ÅTodayôs electric power systems operate under 

considerable uncertainty 

ÅCascading failures can have dramatic 

consequences.  
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Todayôs Electric Power Grid 
ÅChallenges include: 

īHuge number of customers, uncontrolled 

demand 

īChanging supply mix system not designed for 

complexity of the grid 

īOperating close to the edge and thus 

vulnerable to failures 
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Todayôs Electric Power Grid 

ÅChallenges include: 

īInterdependencies of electrical systems create 

vulnerabilities 

īManaged through large parallel computers/ 

supercomputers with the system not set up for 

this type of management 
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The Blackout of 2003 
Å Basic Message: Increasing the complexity of a 

system can have unintended consequences 

 

ÅAug. 14, 2003: Shortly after noon, a 375 

megawatt generating plant in central Ohio went 

offline 

ÅAn hour later, a 785 megawatt plant north of 

Detroit went offline, followed by a large plant in 

northern Ohio. 

 

 

 
Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 
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The Blackout of 2003 
Å Basic Message: Increasing the complexity of a 

system can have unintended consequences 

ÅThen at 2 PM a brush fire forced a high-voltage 

transmission line carrying many megawatts of 

power from southwest Ohio to northern Ohio to 

disconnect itself. 

 

 

 

Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 
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The Blackout of 2003 

ÅElectricity coursing through the grid ñseamlesslyò 

adjusted to the losses, rerouting itself through the 

network ï in accordance with the laws of physics. 

 

 

 

 

 

ÅThe large losses were invisible to consumers. 

 

 

 

 

Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 

Equations from Massoud Amin 
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The Blackout of 2003 

ÅMeanwhile, human operators were also 

attempting to stabilize the system. 

 

 

 

 

Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 
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The Blackout of 2003 

ÅOperators cannot direct the flow of power along a 

particular pathway, but they can make adjustments 

that influence power flows indirectly ï using 

computer programs to measure the state of the 

system and stepping up generators or shutting 

down lines. 

ÅBut those human decisions require lots of 

information and a newly implemented system in 

the Midwest gave the operators limited 

information about the state of the network. 

 

 

 

 

Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 
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The Blackout of 2003 

ÅWhen three more high voltage lines in Ohio 

overloaded and went down, the system began to 

lose the ability to stabilize itself. 

ÅUltimately, a large chunk of Canada and the 

United States went dark. 

 

 

 

 

Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 
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The Need for a Smart Grid 

ÅThis kind of event is one of the motivations for a 

smart grid. 
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The Need for a Smart Grid 

ÅMassoud Amin defines the ñsmart gridò this way: 

 

The term ñsmart gridò refers to the use of computer, 

communication, sensing and control technology 

which operates in parallel with an electric power 

grid for the purpose of enhancing the reliability of 

electric power delivery, minimizing the cost of 

electric energy to consumers, improving security, 

quality, resilience, robustness, and facilitating the 

interconnection of new generating sources to the 

grid. 

 

 

 

 

 

Lecture at DIMACS WS on ADT and Smart Grid, October  25, 2010 
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The Need for a Smart Grid 
Why do we need a smart grid? 

ÅThe electric power grid is a massive, complex 

system. 

ÅWith sufficient information to determine what is 

happening in real time, grid operators would be able 

to contain a cascading outage or perhaps prevent 

one altogether. 

ÅHowever:  

ïThe grid has hundreds of thousands of miles of 

transmission lines 

ïDecisions have to be made really fast ï in real 

time or faster 

 

 

 

 

 

Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 
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The Need for a Smart Grid 

Why do we need a smart grid? 
ÅPower grid operators need to see several moves 

ahead, sorting through millions of possible 

scenarios, to choose an appropriate response. 

 

 

 

 

Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 
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The Need for a Smart Grid 

Why do we need a smart grid? 
ÅIt could be that humans just canôt respond that 

quickly or calculate that fast.  

ÅEither we give them some tools to aid them or we 

put the decision making into the hands of machines. 

ÅThis calls for the tools of algorithmic decision 

theory. 

ÅWhat is called for is a new complex, adaptive 

system that has self-healing properties. 

 

 

 

 

 

Acknowledgement: Article by Sara Robinson, SIAM News, Oct. 2003 
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The Need for a Smart Grid 

ÅThis idea of a ñself healing gridò was initiated in 

1998 in an EPRI/DOD initiative called the 

ñComplex/Interactive Networks/Systems Initiative 

Å CIN/SI funded 108 professors and over 240 

graduate students in 28 U.S. universities between 

1998 and 2002. 

ÅIn 2001 EPRI introduced the term ñIntelligridò 

ÅSince then, EPRI and DOE have adopted the term 

ñsmart grid.ò 
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The Need for a Smart Grid 
ÅWhat is called for is a new complex, adaptive system that 

has self-healing properties.  

 

 

 

 

 

 

Credit: Massoud Amin  
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The Need for a Smart Grid 
ÅWhat is called for is a new complex, adaptive system that 

has self-healing properties.  

 

 

 

 

 

 

Credit: Massoud Amin  
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Autonomic Computing 

ÅñSelf-healing, complex adaptive systemò is a 

concept that was generalized in the early 2000ôs 

through the notion of ñautonomic computing,ò 

popularized by IBM. 

ÅThe goal of autonomic computing is to create 

computer systems that manage themselves with 

ñhigh levelò guidance from humans. 

ÅPer IBM: 

"Civilization advances by extending the number of 

important operations which we can perform 

without thinking about them." - Alfred North 

Whitehead  
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Autonomic Computing 

Computing Research Association Grand 

Research Challenges for Information Systems: 

 

ÅLarge-scale systems have become too difficult for 

humans to configure, maintain and tune and too 

difficult for us to predict their behavior.  

ÅThe challenge is to make them self-sustaining. 
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Autonomic Computing 

Computing Research Association Grand 

Research Challenges for Information Systems: 
 

ÅSelf-configuration: How do we get large-scale 

systems to configure themselves automatically in 

accordance with high-level policies that specify 

desired outcomes? 

ÅSelf-optimization: How do we get complex 

computing/information systems to monitor, 

experiment with, and modify their own parameters 

in order to optimize their performance and 

interaction with other systems? 
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Autonomic Computing 

Computing Research Association Grand 

Research Challenges for Information Systems: 
 

ÅSelf-maintenance: In an environment of changing 

workloads, demands, and external conditions, how 

do we get systems to maintain and adjust their 

operation? 

ÅSelf-healing, self-protecting: How do we design 

complex systems to automatically discover and 

correct faults? 

 

 

 

 

 

 



32 

Autonomic Computing 

Computing Research Association Grand 

Research Challenges for Information Systems: 
 

ÅSelf-differentiation: How do we design complex 

systems with fewer parts that have predetermined 

behavior and have ways to develop different 

behavior from similar parts? 
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Autonomic Computing 

ÅIssues of autonomic computing are broader than 

the types of issues we encounter for smart grids. 

Å But certainly the self-healing, self-protecting 

property is a key component of the smart grid. 
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Self-Healing System Challenges 

ÅSuch systems will have to deal with the entire 

problem lifecycle: 

ïMonitoring 

ïDetecting that something may be or may 

become broken or damaged 

ïImpact analysis 

ïSeverity classification and notification 

ïRemediation (repairing, rebooting, or 

otherwise working around the problem)  

ïRecording problem and corrective action (for 

learning purposes) 
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Smart Grid Applications 

ÅñSmart gridò applications are grounded in 

massive amounts of data that will enable better 

decisions. 
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Smart Grid Applications 
ÅñSmart gridò data sources enable 

real-time precision in operations and 

control previously unobtainable: 

īTime-synchronous phasor data, 

linked with advanced computation 

and visualization, will enable 

advances in  

üstate estimation 

üreal-time contingency analysis 

üreal-time monitoring of 

dynamic (oscillatory) behaviors in 

the system 
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Smart Grid Applications 
 

ÅñSmart gridò data sources enable real-time 

precision in operations and control previously 

unobtainable: 

īEnhanced operational intelligence 

īIntegrating communications, connecting 

components for real-time information and control 
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Smart Grid Applications 
ÅñSmart gridò data sources enable real-time 

precision in operations and control previously 

unobtainable: 
īSensing and measurement technologies will support 

faster and more accurate response, e.g., remote 

monitoring 

īAdvanced control methods will enable rapid 

diagnosis and precise solutions appropriate to an 

ñeventò 
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Smart Grid Applications 

ÅPhasor measurements will provide ñMRI 

qualityò visibility of the power system. 

ÅTraditional SCADA (Supervisory Control & 

Data Acquisition) measurement provides 

īBus voltages 

īLine, generator, and transformer flows 

īBreaker Status 

īMeasurement every 2 to 4 seconds  
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Smart Grid Applications 

ÅPhasor technology and phasor measurements 

provide additional data: 

īVoltage and current phase angles 

īFrequency rate of change 

īMeasurements taken many times a second 

īThis gives dynamic visibility into power system 

behavior 
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Smart Grid Applications 

ÅSome phasor applications: 

īMonitoring 

üVisibility beyond local controls 

üFrequency instability detection 

üTriangulation to estimate location of generator dip 

or hard drop 
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Smart Grid Applications 

ÅSome phasor applications: 

īAnalysis/Assessment: improved state estimation 

īPlanning 
üDynamic model validation 

üForensic analysis (figuring out what went wrong) 

through time tagging and synchronization of 

measurements 

īProtection and control: automatic arming of 

remedial action schemes 
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Smart Grid Applications 

ÅñSmart gridò data sources enable real-time 

precision in operations and control previously 

unobtainable: 

īReal-time data from smart meter systems will 

enable customer engagement through demand 

response, efficiency, etc. 
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Smart Grid Applications 

ÅPhasor technology and phasor measurements 

provide additional data: 

īSuch measurements will allow rapid 

understanding of how customers are  

using electricity. 

īThis can provide them with guidance for how to 

conserve energy. 
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Smart Grid Applications 

ÅAn example of an area where smart grid 

applications have already paid off is in 

commercial buildings. 

ÅBut, there are complex challenges: 

ïEnergy used for overhead lighting and HVAC 

must be balanced with energy needed for 

activities 

ïControl schedules must be balanced with 

understanding of weather conditions and 

expected building occupancy 
 

 

 

 

Acknowledgement: commercial building examples from Tariq Samad 
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Smart Grid Applications 

ÅAn example of an area where smart grid 

applications have already paid off is in 

commercial buildings. 

ÅBut, there are complex challenges: 

ïStartup must be managed ï electrical spikes 

cannot be tolerated 

ïUse of thermal/ice storage (to be explained 

soon) can utilize knowledge of current/future 

cost of energy, weather information, current and 

future demand, existing storage capacity 
 

 

 

 

Acknowledgement: commercial building examples from Tariq Samad (Honeywell) 
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Smart Grid Applications 

Acknowledgement: commercial building examples from Tariq Samad 
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Smart Grid Applications 

Acknowledgement: commercial building examples from Tariq Samad 
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Smart Grid Applications 

Acknowledgement: commercial building examples from Tariq Samad 
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Smart Grid Vulnerabilities  

ÅPhysical Vulnerability: Over 215,000 miles of 230 

kV or higher transmission lines and many 

thousand more of lower voltage lines 

ÅTransformers, line reactors, series capacitators are 

also vulnerable. 
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Smart Grid Vulnerabilities  

ÅNatural disasters or a well-organized group of 

terrorists can take out portions of the grid as they 

have done in the U.S., Colombia, etc. 

ïOpen source data: Analysts have estimated 

that public sources could be used to obtain at 

least 80% of the information needed to plot an 

attack. 

ÅDependence on Information Technology: Because 

of the vulnerability of Internet communications, 

power system command, control and 

communication system is vulnerable 
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Smart Grid Vulnerabilities  

ÅSecurity of new software is a priority 

ÅCyber attacks on the electric power grid are a 

major concern. Needed are methods for 

īPrevention 

īResponse 

īRecovery 
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Smart Grid Vulnerabilities  

ÅCybersecurity is a major area of research at 

DIMACS and CCICADA and elsewhere in the 

homeland security community. 
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Smart Grid Vulnerabilities  

ÅCyber attacks are a national security concern and 

have been increasing in frequency and 

sophistication over several years.   

ÅAccording to a May 2010 survey by the Center 

for Strategic and International Studies, 59 percent 

of 600 IT managers operating critical infrastructure 

in 14 countries reported infiltrations by ñhigh-level 

adversaries such as organized crime, terrorists, or 

nation states.ò  
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Smart Grid Vulnerabilities  

ÅñCyberspaceò is  

ïInsecure 

ïFaced with attacks by adversaries who wish to 

take advantage of our dependence on it 

ÅUse of cyberspace subjects us to:  

īLoss of information 

īLoss of money 

īDisruption, destruction, or interruption of 

critical services 
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Smart Grid Vulnerabilities  

ÅA cyber attack could cripple our power supply, 

causing not only power failures in homes, but 

making it impossible for major utilities such as 

water to operate, stalling mass transit, and 

endangering the safety of many people.   

ÅIt could also impede homeland security 

personnel from being able to respond, react to, 

and address the emerging crises. 
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Smart Grid Vulnerabilities  

ÅExample in Poland illustrates the ease and arrant 

means by which the system may be exploited.   

ÅIn 2008 a 14 year-old schoolboy was able to hack 

into the communications system and manipulate 

the tram system as if it was ña giant train set.ò   

ÅThe teenager converted the television control into 

a device, which could control all the junctions 

along the operating line and maneuver the trams.   
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Smart Grid Vulnerabilities  

ÅFour trams derailed and twelve people were 

hospitalized as a result of his actions.  
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Smart Grid Vulnerabilities  

ÅOur cities are critically dependent on our 

commuter train systems.  

ÅYet, a cyber attack on the signaling system 

could bring our commuter train traffic to a 

grinding halt or, worse, cause horrific train 

accidents.  
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Smart Grid Vulnerabilities  

ÅOur discussions with railroad officials suggest 

that their greatest concern with respect to 

vulnerabilities of the rail system is attacks 

against command and control systems such as 

their SCADA systems.  

ÅSimilar concerns should apply to the smart 

grid. 
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Smart Grid Vulnerabilities  

ÅHow to attack a SCADA system (or a 

controller of the future)? 
ïNetwork-based attacks designed to exploit 

system flaws, unpatched systems, etc. 

ïOnce attacker gains a foothold in the target 

network, further exploitation can take place ï 

attacker can expand their control over 

command and control systems and affect 

operations.  
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Smart Grid Vulnerabilities  

ÅHow to attack a SCADA system? 
ïAttackers can also establish footholds in 

networks by exploiting corporate client 

machines. 

ïThey can use social engineering techniques 

(e.g., emails with embedded links designed 

to dupe victims to access the links and 

download malicious code). 

ïIn many large organizations ï according to 

our data -- as many as 98% of incoming 

emails are filtered out because they are 

suspicious.  
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Smart Grid Vulnerabilities  

ÅHow to attack a SCADA system? 
ïAttackers can use wireless technologies that 

are pervasive and invisible. 

ïE.g.: There is a high risk for introduction of 

unauthorized, rogue wireless access points. 

 



64 

Smart Grid Vulnerabilities  

ÅHow to attack a SCADA system? 
ïHomeland security personnel are seriously 

concerned about terrorist attacks that are 

multi-pronged.  

ïThese include attacks that include both a 

physical and a cyber component. 

ïA March 2008 Cyber Storm exercise, 

mandated by Congress, assessed the viability 

and impact of such an attack. 
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Smart Grid Vulnerabilities  

ÅHow to attack a SCADA system? 
ïMillions of computers worldwide are infected by 

ñmalwareò and can become ñbotsò controlled by 

cyber criminals. 

ïA ñbotò is a compromised machine, acting alone. 

ïA ñbotnetò is a network of bots, controlled by a 

malicious hacker. 

ïAttackers use botnets to: 

ü Launch identity theft 

üCommit ñclick fraudò to fraudulently click on a 

purchase or ad 

üMost relevant ï launch ñdenial of service 

attacksò that inundate computers with irrelevant 

materials. 
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Smart Grid Vulnerabilities  

ÅCyber crime is the ñgrowth areaò for law 

enforcement (FBI) 

ÅAttacks on SCADA systems are a special 

concern.  

ÅFBI has issued new regulations requiring 

mandatory reporting of any events of concern 

involving such systems.  

ÅGoal: use the reports to do ñfollow-upò and 

ñhardeningò 
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Smart Grid Vulnerabilities  

ÅCyber attacks are an international 

concern 

ÅAdversaries  can launch sophisticated 

ñinformation warfareò 

ÅCan destroy critical infrastructure 

ÅE.g., pro-Russian cyberattacks on 

Estonia 

ïEstonia one of worldôs highest 

users of Internet technology 

ïAttacks crippled vital daily 

functions. 
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Smart Grid Vulnerabilities  

ÅCyber attacks are an international 

concern 

ÅE.g., ñbotnetò attacks on South Korean 

government and private industry sites. 

ÅIn 2007, Scotland Yard uncovered an 

Al Qaeda plot to infiltrate and destroy 

a high-security Internet hub in the 

U.K., with apparent goal of a cyber 

attack designed to undermine the 

U.K.ôs economic and business sectors. 
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Smart Grid Vulnerabilities  

ÅPhasor technology and phasor measurements 

provide additional data: 

 

īSuch measurements will allow rapid 

understanding of how customers are  

using electricity.  

īBut this raises privacy issues: 

üIs customer on vacation? 

üWhat movie is customer watching? 
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Last Episode of TV Series ñSurvivorò 

Source: Jim Ingleson (NYISO) and Joe Chow (RPI) via Massoud Amin 

An electronic ñsignatureò 
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Smart Grid Vulnerabilities  

ÅPrivacy research is another area of emphasis at 

DIMACS and CCICADA 
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ADT and Smart Grid: Research 
Challenges 

Rapid System Understanding:  
ÅNeed to develop reliable, robust models to help us 

achieve system understanding given massive 

amount of relevant data that is collected. 

ÅNeed a new mathematics for characterizing 

uncertainty in information created from the large 

volumes of data arising from the smart grid. 
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ADT and Smart Grid: Research 
Challenges 

Rapid System Understanding:  
ÅNeed new methods to enable the use of high-

bandwidth networks by dynamically identifying 

only the data relevant to the current information 

need and discarding the rest. 
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ADT and Smart Grid: Research 
Challenges 

 Transmission Reliability:  
ÅWide area situational awareness and advanced 

computational tools can help with quick response 

to dynamic process changes, e.g., using automatic 

switching. 

ÅSample challenge: How far are we from the edge? 

When voltages drop too fast, the entire power 

system can collapse. 
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ADT and Smart Grid: Research 
Challenges 

Anomaly Detection:  
ÅNew algorithmic methods are needed to 

understand, process, visualize data and find 

anomalies rapidly. 
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ADT and Smart Grid: Research 
Challenges 

 Grid Robustness:  
ÅHow can we design ñcontrolò procedures so that 

the grid can quickly and efficiently respond to 

disturbances and quickly be restored to its healthy 

state? 

ÅNeed fast, reliable algorithm to respond to 

detected problem. 
īShould not necessarily require human input 

īHas to be able to handle multiple possible ñsolutionsò 

īHas to be able to understand what to do if all possible 

solutions are ñbadò 

 



77 

ADT and Smart Grid: Research 
Challenges 

 Grid Robustness: 
ÅTool of interest: cascade model of Dobson, et al. 

ïAn initial ñeventò takes place 

ïReconfigure demands and generator output 

levels 

ïNew power flows are instantiated 

ïThe next set of faults takes place according to 

some stochastic model 

 



78 

ADT and Smart Grid: Research 
Challenges 

 Grid Robustness:  
Cascade Model (Dobson, et al.) 

Credit: Daniel Bienstock 
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ADT and Smart Grid: Research 
Challenges 

 Grid Robustness:  
Cascade Model (Dobson, et al.) 

Credit: Daniel Bienstock 
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ADT and Smart Grid: Research 
Challenges 

 Grid Robustness:  
Cascade Model (Dobson, et al.) 

Credit: Daniel Bienstock 
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ADT and Smart Grid: Research 
Challenges 

 Grid Robustness:  
Cascade Model (Dobson, et al.) 

Credit: Daniel Bienstock Increased flows on some lines 


