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Dean Kennedy welcomed everyone to the conference.  He announced the sponsors of the conference, the Prudential Business Ethics Center at Rutgers and Rutgers Center for the Study of Public Security. He outlined that he would moderate the morning session.  He then introduced Ed Hartman. 

Edwin Hartman

Professor, Rutgers Business School

Director, Prudential Business Ethics Center 

Rutgers University

Edwin Hartman welcomed participants to the conference. He stated that the Prudential Center is a co-sponsor of the conference. He posed the question, what has terrorism got do with business ethics?  A great deal, it’s a moral problem of our day. We know that ethical issues are easier to solve in the abstract than in the concrete, in theory than in practice and that good intentions may not get us very far.  I trust that today we shall get far beyond good intentions and you will go home stimulated, refreshed and well-informed and better prepared.

Leslie Kennedy

This conference is one of a series of conferences that the Center for the Study of Public Security puts on. We actually have very different audiences; we had a conference on technology and now we are addressing the issue of public security. The Center has been around for about three years, it represents the law school, the business school and the Center for Global Change and Governance, all on the Rutgers Newark campus. We are a part of the Rutgers University Homeland Security Research Initiative. We are focused on the issues that relate to public security and the post 9/11 environment. If you are interested in following the activities of the center, you can visit our website.

We started to think about the issues we would want to address and the issue of moving money became a main focus for us. Obviously we hit a nerve here and we are quite pleased with the response that we got. We really cut across many different sectors, we have representatives from 15 banks in the room, 6 financial corporations, 16 departments of government, 6 federal agencies, 4 universities and 3 law firms - obviously this an issue that people are interested in.  We are hoping that you will get something out of this and participate in the conversations.  I would like to thank the staff of the center, Louise Stanton, Alison Sherley, LaWanda Thomas and Yolanda Gullette. We also have in the audience Tom Pickard who is a former deputy director of the FBI. 

Juan Zarate

Deputy Assistant Security for Terrorist Financing and Financial Crimes

US Department of Treasury

We are talking about the movement of tainted capital through the international financial system, in particular, the effects of terrorism financing and the movement of terrorism financing throughout the world, thus a very interdisciplinary topic. Let me commend you Dr. Kennedy, for assembling a very notable group of panelists throughout the day.

The financial community and financial sectors are really on the front line of the war against terrorist financing and, in terms of looking at creating a preventive system, to prevent the movement of tainted capital throughout the financial system.  This was made most evident by the increased threat level to the financial sector itself. Here in New Jersey, in New York and in Washington, the financial community is not only our front line in terms of  physical threats, but stands in the front line as being the gateway, the guardian to the well-being of the financial sector and the financial system.  That is something we have recognized very clearly. 

9/11 created a convulsion, obviously around the world and certainly within the US, and particularly with the issue of dealing with the movement of tainted capital and terrorist financing, where there were certain paradigmatic shifts. Three shifts in particular are relevant to the discussion today. 

1) The first is the notion of dealing with terrorism, terrorism that is potentially cataclysmic, that is global in nature, that is fluid, has forced governments around the world (in particular the US government) to look at the issue holistically. Looking at the issue of terrorism and terrorism financing is really an interdisciplinary issue. It has forced the US government to rethink its strategy and approach to dealing with terrorism. This is meant very clearly in an approach the President had identified, which is the use of all elements of national power to deal with terrorism. National power being, obviously, military power, law enforcement power, intelligence resources, as well as financial and economic resources -  power which is largely where treasury has played a role and certainly amplified its efforts in this regard.

2) The second paradigmatic shift which is of relevance to us is the use of our powers and tools in a preventive fashion to work preemptively to arrest individuals who disrupt assets, to put up systems and barriers to financial systems to ensure that the system is not used against us. That has been a critical part of out efforts worldwide, but it has had a real effect since September 11.  To date we have dedicated, pursuant to the President’s executive order with respect to the blocking and taking of assets, over 385 individuals and entities frozen around the world, approximately 142 million dollars in assets seized, tens of millions more with the cooperation of law enforcement around the world. These efforts have been very real, very tangible and effective from our perspective. 

3) The final paradigmatic shift from my perspective is the very clear need for, and nature of, information sharing.  Information sharing cuts across within the US government, and cuts across internationally, in terms of sharing tactical and real information with foreign counterparts, but most importantly for today’s discussion, it also involves the private sector and sharing information very quickly and effectively with the private sector. As I will discuss later, that is one of the great challenges we face as we look at the evolving nature and threat of moving terrorist-related funds. 

We have used some new powers provided by the USA Patriot Act. One power known as Section 314, is a power that allows law enforcement, through US Department of Treasury, to provide lead information to the financial sector. This was not available prior to the Patriot Act. It has led to hundreds of new leads, giving financial trails we did not know as one clear example of where collaboration of the private sector has served a very clear, specific and tactical interest that the government has. 

One thing that is important with these shifts is that they happened very quickly because of the real threat that Al Qaeda posed to the country. This has meant real success as a result of the change in tactics, meaning attacking preventively and in the short term those individuals and enemies who are supporting and acting as operatives to the terrorist groups. But also in the long term, looking at long term strategic relationships as well as planning out long term regulatory regimes and long term systems to allow dealing effectively with the risk that we face. 

We now know that it is harder, more costly and more risky for Al Qaeda to move money and raise money around the world - the same goes for like minded terrorist groups like Hamas.  There is less money available, money has been frozen, fundraisers, facilitators have been either arrested killed or isolated in some way.  We know that sympathetic donors are more reluctant to give money, given greater scrutiny by government as to how charity funds have been used and implemented. We know Al Qaeda and other groups are having to make decisions with respect to what they will do with their resources. And even though we know (and this was discussed at the 9/11 Commission), it only takes a small amount of money to actually conduct an operation, one can look to the Madrid bombing and the Istanbul bombing, and even 9/11 which was a catastrophic attack, which only took upwards to five hundred thousand dollars, the efforts to stop the flow of terrorism financing, to go after sources, to secure the financial system and the charitable sector is incredibly important, because not only are we talking about funds that are available to use for operation, we are talking about stopping flows of funds that allow terrorist groups to meld their agendas, to work together to train, to recruit, form alliances, pay for family members of terrorist operatives, pay for family members of suicide bombers - and that is just the basic logistical network that allows local terrorist networks to exist.  These efforts are on an ongoing basis.  The evolving nature of terrorist financing and terrorist threats will continue to be essential and a central part of what the US government and the international community is doing with respect to terrorism. 

With this there are challenges.  We know that the enemy adapts quite quickly and fluidly. We have seen that Al Qaeda has changed its methods of moving money and raising money as a result of the very good efforts we have conducted worldwide, and I would say that a good portion of those efforts result from the business sector and the private sector looking closely at this issue. We know that there is money still available to Al Qaeda and other groups, so the danger is still there. We know that they are less reliant on formal financial mechanisms to move money, banks are not necessarily the choice, we know that there has been a constriction of the global network. With that constriction has come movement and activity of isolated cell groups and cell operations which again create opportunity, but also challenges. You have the cell in Madrid that was largely engaged in cell financing in drug deals to conduct these operations. You have recent reporting about bank robberies by Pakistani Islamic extremists who are using that type of crime to fund their activities.  You have extortion by groups in East Asia. You’ve got the traditional narco-terrorist groups using the classical drug trafficking vehicles to raise money. So there are advantages and disadvantages to the constriction of the international network. In so doing, the networks are restricted and these issues and strategies become local law enforcement problems that global law enforcement intelligent services can deal with perhaps more effectively. 

Quick summary of what we knew prior to 9/11 and after 9/11 with respect to how Al Qaeda and other groups raise and move money:

· We know that they have used charities and non-profit organizations to raise and move money, to move material and personnel around the world. We have designated 25 such charities around the world located in Pakistan, Afghanistan and the Persian Gulf; and in the US, 3 US-based charities, Benevolent International Foundation, Global Foundation, ODM foundation, actually 4, the most recently in Oregon the Oregon branch of the (Ya Hirhmin ?) foundation. That has been a major source of funding for Al Qaeda and other like minded groups.  

· You have pocket donors, donors around the world who continue to funnel money for extreme causes or even directly to terrorist-related individuals.  We have designated several of those individuals, several of those individuals are under investigation, Saudi individuals, and a business man in Switzerland tied to the Muslim Brotherhood. This is still a real issue and a real problem. 

· There are fundraising events that are held by groups like Hamas and NEK that provide sources of funding where people are gathered in one way or another to provide funding in a classical fundraising sense. 

· You have businesses that have been used this past June, who have used a couple of import export businesses to funnel back to Lebanon. 

· You have individual cells, (this is not new, it happened prior to 9/11 and is certainly happening perhaps with more frequency now) relying on crime - be it extortion, kidnapping or petty theft - and other ways of raising money. That’s the raising of money. 

· With respect to the moving of money you have banks, banks are still used as congregates of moving tainted capital, not just terrorist related capital but capital that has been affected by other things like York Food program. There have been banks that have been used very overtly to funnel money. 

· You have money service businesses, and wire remitters wirings that are used to move money.  You have exchange houses in parts of the world that have been used frequently.  The use of couriers is certainly not new in the context of terrorism, something that we are seeing more and more as Al Qaeda terrorist groups grow weary of opening bank accounts or trying to wire money through formal channels. And, the use of hawalas.
A multi-disciplinary approach to dealing with this issue is very important, by that I mean again, attacking sources of funding, focusing on sectors which are suspected of moving money, working with the international community to build systems and communication networks that allow us to garner more information on how terrorists are moving money. 

Key to this is the role of the private sector. There is much the government can do with our information, but in many respects the authority coming from Washington has very little effect unless the practices and advisories are understood by the private sector and applied and, finally, if they make sense in the context of the different practices of the particular sector we are trying to address.  One of the major oversights after 9/11 and after the passing of the Patriot Act was ensuring the effect of deepening the anti-money laundering systems that we had in place to deal with money laundering in the last three decades.  We have been working diligently with the private sector to build new regulatory structures that now affect different sectors that were unaffected before 9/11, for example, the new federal regulation with respect to money services, requiring all money services to register with the federal government. 

We have money laundering regulations for other sectors like jewelers and the retail sector. It has always been a homework assignment to try and create systems that garner from the government more of that information in a timely basis, and what is required is interaction and feed back with the private sector both in formal settings and informal settings to ensure that the private sector understands that there are certain risks attended to in the businesses they are engaging in and that there are certain types of information we find more valuable than others. There is a growing risk in the anti-money laundering world that the financial sector is growing somewhat reactionary in the context of observation, for example, reporting observations on suspicious activity reporting or current transaction reporting not availing itself of exemptions that exist in the law. These things are important to us because the more we can have the information that is useful to the government and the law enforcement community, the easier it would be to find needles in the haystack and put the pieces together we have with other information that is available to us. 

We have been doing a few things. 
· We have been working very closely with the Bank Secrecy Act Advisory Group. This is an advisory group that brings together members of the law enforcement community, the regulatory committee and sectors that are regulated and expected to report, to talk about merging regulatory issues of concern.  This is a major vehicle we have used to deal with issues on a consistent basis with the private sector. 
· Refinements are needed.  We need to give more specific information to the private sector.  An example of what we produce regularly is the SARS Activity Review which is available on the FINCEN website.  This is one of several documents that are used to provide feedback to the private sector and to what it is that we as regulators and law enforcement community are seeing with respect to trends, analyzing and reporting. 

· Another needed refinement is that the US government needs to provide more specific information that allows the private sector to hone and refine its own  structures to deal with terrorist financing. What we have done post-9/11 is an effort to adapt anti-money laundering systems that we had in place in the past 30 or so years, systems that were built to deal with classic money laundering, classic drug trafficking money laundering, the movement of cash. What we have accomplished in terrorism financing is something altogether different, in the sense that we are talking about money that is not dirty money, it is perhaps clean money that with intended use is converted to illegal use. That money is often found in smaller amounts so it becomes a different assignment altogether for the government, a different assignment altogether for the regulated community to come up with ways to find those needles in the haystack that identify anonymous terrorist financing activity or potential terrorist reporting activity. 

· We need to share best practices and the government needs to be clearer about it oversight obligations under Section 311.
With respect to the paradigmatic shift we talked about initially, one of the elements of the paradigmatic shift is that private sector and government must be equal partners in guarding the financial system. It is akin to the revolution that happened in the 1970s and 1980s with respect to how the private sector was engaged in the anti-money laundering war.   What we are seeing now is an attempt to replicate, an attempt to engage the private sector in that same revolution but with respect to terrorist financing. Our responsibility as the government is to provide guidance, balanced regulation and advice, and the ability for the private sector to adapt along with us to the changing nature of threat.  I think we are doing better, we are doing more - it was my charge at the Treasury Department, as it was for people from the Department of Justice and the FBI and other agencies.  We are using Section 314 (as mentioned earlier) effectively, and have worked closely with the private sector to ensure that the requests were not overly burdensome.  I think we have found that we have struck a very good balance between the requirements that we have for information and the burdens we have placed not just on the big banks but the smaller institutions in smaller parts of the country.  We have an obligation to collect more feedback and use our enforcement authorities in a precise way to not only take tactical enforcement actions that are appropriate but also to use an enforcing action to help the sectors understand what the risks are.  A very clear example of that is the charitable sector where the designation and the making known of those charities that have been used by Al Qaeda is an important role that we play and that provides clear guidance as to what the charitable sector can and should be doing to ensure best practices and proper oversight, in particular, when we talk about overseas operations. 

Our Section 311 power very effectively and firmly demonstrates the power that can be used in the context of attacking not only the risk of terrorism financing, but also the risk of money laundering and other illicit financing criminal activity. Section 311 is a power given to the Secretary of the Treasury to order certain measures taken by the private sector to protect the US financial system when foreign jurisdiction, foreign entities and foreign transactions are termed money laundering concerns. This is a very important power and one that largely goes un-debated and un-discussed because what it did is provide the Secretary of the Treasury a power that provides not only guidance to the economic sector and but also full economic sanctions power. This power provides the Secretary a mid-link power between the two to identify the potential risks in the international financial system that pose a risk to the US financial system

We have designated three jurisdictions, namely the Ukraine, Noverin and Burma.  This was done in large part in coordination with the Financial Action Task Force (FATF) of the UN which calls for countermeasures against those jurisdictions because of their lack of cooperation. Those designations have led to greater cooperation and willingness by those jurisdictions to talk to us and make the changes we need. In fact, Ukraine went into emergency sessions as a result of those measures and subsequently the sanctions were taken off and the calls for countermeasures by the international community were held back. We used it against 5 financial institutions, which I think is most interesting in the context of the evolution of our ability to deal with emerging threats in the international community. These were banks that were used in various ways to facilitate illicit activity. These banks include Myanmar Bank, Mutual Wealth Bank in Burma; these banks were controlled by the United War Army, a narco-militant group in Burma to facilitate their activity. It involved the designation of a commercial bank in Sierra as part of the overarching sanctions against Sierra and a part of the Union Count Ability Act. Those sanctions and the designation of primary money laundering concerns resulted from the use of that bank in the context of sanction busting with Iraq.  In fact, that bank still has large assets that should have been returned to the Iraqi people. 

Most recently two banks were designated: Info Bank, a Russian bank, and First Merchant Bank, located in Northern Cyprus, which is run by Russian organized criminal figures, one of whom has been indicted by the Department of Justice. All of this is part of our ongoing responsibility to target our information, to use our authority, and to make very clear where emerging threats are and where there are growing elements in the financial system that need to be handled and addressed. 

One of the purposes of this gathering today talks about further research and papers. Let me suggest a couple of ideas.  Academic research with respect to:

· how information sharing can be improved between government and the private sector
·  especially when attempting to balance issues of privacy and constitutional concerns, 
· as well as activity with respect to information that can and should be passed, are types of studies that would be extremely helpful, as would any studies with this dynamic. 
· How have practices in various sectors, for example the charitable sector, the money service business sector and the jewelers, evolved given greater government scrutiny, not only within the US but around the world?  
· Have attempts to self-regulate, in particular the charitable sector work, had a detrimental effect with respect to charitable giving around the world? 
· With regard to the Hawala network-- Have attempts to move that movement of capital into the formal system been effective? Has the attempt to create an alternative worked, has it cut into Hawala business?  
· Has the work of the Saudi government to create speed cash, a low cost alternative to deliver cash from their ex-patriot communities to their home communities, worked? Those are critical questions as we look to the evolving nature of terrorism and terrorist financing, but also to whether or not the regulations and the burdens that we are putting on the private sector makes sense. 

· How has security evolved and is it successful?
Let me conclude by saying that it is my great privilege and honor to travel around the world on behalf of the government to deal with issues. It is always clear to me when I go to other countries that these countries, whether it’s the government or private sector, they look to the US for leadership on all of these issues, whether it’s figuring out how to deal with the latest terrorist financing threat because of a particular donor, figuring out how best to deal with Hawala networks and other underground banking systems, or trying to design an effective money laundering system that takes into account the different jurisdictions.  All of these countries look to us for guidance, to be leaders and on the forefront of figuring answers. I think what you are doing today is a very critical component in creating this dialogue with government, private sector and academia. 

Question:  You have the issues of converting clean money, we had that issue in the late 60s and 70s with the IRA where they would go to many of the taverns and take the money and bring it back to support the widows in Northern Ireland. We have the same issue now with the mosque, and we take the money. How do you sort what is essentially given as clean money and what gets converted to bombs and missiles. 

Answer: That is one of the primary complications we have, in particular the charitable sectors.  It is critical to economic development and to national security to have charitable funds going to crisis nations, in particular Chechnya, areas vulnerable to be abused by terrorist groups. We have been extremely judicious in terms of the actions to be taken. There are several ways we are trying to deal with this:

1) clear enforcement efforts for those charities that have been established for ill purposes and those that have been corrupt. Those charities need to be shut down.  

2) A second tool is making sure that money that is raised is funneled through appropriate channels. Saudi provides a good example of this where they are trying to control the movement of capital outside its jurisdiction. The theory is that instead of having various entities that are sending money anywhere they want, we are creating regulatory structures that require the movement of capital only through certain channels. You have requirements that only one bank account can be had by charitable organizations and only one signatory can sign out for a particular fund and only one or two signatories can have the government sign out for money. 

3) Directing law enforcement and intelligent resources at those pockets were we think that fundraising is still occurring. We have the enforcement actions and regulatory structures that we put in place to prevent oversight and we have the directed and targeted collection of information. 

Question: A charity made contributions to a project that was accomplished but an investigation found out that there was another charity that contributed to the same project. So if you look at each charity, it would be fine, only when you put the two together you will find that the extra money must have gone somewhere else. Is there any mechanism to compare notes in the US and between the US and other jurisdictions? 

Answer: We are trying to create a mechanism, more of an informal mechanism.  First, we are looking at putting in place practices where we talk about the need to modify visits and audit oversees activities. We are talking to the authorities about particular risks and notes of tainted charity. We are hoping to have a melding of information, where money is going, who the recipient is, what the recipient is doing and then having the host government engaged as well. There is no formal mechanism of doing that. 

Question: Why not spend resources on intelligence and finding out where the money is going instead trying to prevent the money from going there? 

Answer: I think you have to do both. You have to put resources into the front end of the money trail. The front end involves not only intelligence gathering but also creating systems that allow private sectors to be vigilant and take actions on itself. The more we are able to restrict the terrorist network, the more we are able to cut their global productivity, the more that we able to ensure that tainted capital isn’t moving freely, the more effective we are.  Now that banks are being diligent, it’s harder for couriers to move money. 

How do Terrorists Move Money?
Nikos Passas

Professor, College of Criminal Justice, Northeastern University

There are 4 functions of financial control that are important to bear in mind. 
1) The first point is to monitor what is going on, we have to understand how those networks operate and try to find out what activity is going on to prevent terrorism. 
2) Finance records are important in order to reconstruct the financial transactions and the operations that take place to find out what the co-conspirators might be. 
3) Then, by reducing the amount of money available, we reduce the damage that they may cause. 
4) And finally, something that we don’t get to discuss very often is that by making it clear to militant groups that you are monitoring, you force them to change their methods, you force them to move the money physically, you force them to talk to each other, and this generates opportunities for intelligence gathering.
 The more you keep them on their toes, the more likely it will become that they will give up at some point, you will pick that up and do something about it. 

A quick overview of the informal ways in which terrorists move money. You will see we cannot be restricted to the formal. The informal interaction interfaces with the formal most of the time.  What we are talking about here is any method or network that can be used outside the regulated financial sector to transfer funds or value without being traced, or in a way that creates a gap in the trail of transactions. 

There are two categories of these IVTS (informal value transfer systems).  

1) the informal fund transfer systems.  These include hawala, any ethnic traditional/ conventional ways of sending money to many parts of the world such as South Asia and Africa, which are subject to MSV regulations.  So there are legal rules that apply and for the most part the majority of the clients are people who are sending legitimately earned money back home. Hawala means ‘transfer’ contrary to all other definitions that you may have seen.
2) But then there is a whole range of IVTM (informal value transfer methods).  These are mostly illegal and they use formal systems.  

There are 4 functions in controls:

1. monitoring

2. requiring financial records of transactions b/c they are very important in reconstructing transactions

3. decrease amount of money in circulation

4. forcing terrorists to change their methods

Tracing finances is a problem. We are not doing nearly enough, or anything at all, with respect to import/export business and commercial transactions which undermine the efforts to keep the financial system transparent. We have to use additional counter-terrorist policies and view terrorism not only as a law enforcement and military problem but also as an economic, political and cultural issue. 

In IVTS, there are several methods used:  hawala, couriers and black market are among them.  

The emphasis today is going to be on hawala and trade diversions. Here’s another way of looking at the range of things that I have been researching for the National Institute of Justice and the World Bank. They range from the very low tech physical transportation to the use of corresponding activity, import export business. 

There were a lot of mistakes about how hawala works. I will talk about this, the control problems, the similarities and imposed implications. 

First of all, there are legitimate, honest people who use this system so we have to be careful in how we deal with them. Secondly, the current regulatory arrangements, be they national or international, do not meet what the stated objectives are, in some cases instead of making the system more transparent and traceable, we may have achieved the opposite result, in part because of the lack of coordination between the federal and state levels. 

The courier method – we know that people move money, a wire transfer is not going to be sufficient for them or good enough, they need, physically, the currencies they are buying. You have it stuffed in toys, you can have it in containers, you can have it in bags. Hawala means ‘transfer’ contrary to all other definitions that you may have seen. In many countries this is the only way to do it. In Kabul, in Afghanistan after 9/11 in the middle of the hawala market, you look left and right and everybody has money in their hands.  That’s the hawala market and the only institution that is still working in Afghanistan. Another mistake is that hawala is distinguishable from other forms of formal banking. Hawala means transfer into like walking into a bank. We are talking about informal hawala here, the transfer with no trace. Here is the basic method: I am here, I am sending money to Pakistan, I am going to give to it a local hawala guy, who is going to send the instructions by fax, mail, email or telephone and his counterpart will give it to my cousin there. There are multiple standards in the US that could fix their money to a cash pool, the same thing happens in Pakistan.  There are people there, importers, who need to make payments for the goods they are buying so they would contribute to a cash pool there.  So, effectively, instead of the money going from the senders to the benefactors it could go to cash pool A, at this time the cell phone and email communication between the operations are one, the local cash pool will be used to pay the customers. The records kept are relatively well organized. You have the amount of money that will go there and the telephone numbers, the addresses and so on.  

Hawalas operate at three levels. First level – pounds, second level – negotiate the rates between pounds and dollars with the counterparts, the third level – is someone who has the dollar account (slides with transactions shown).  The money is paid out by counterparts in Pakistan and they can make the request that the money be sent to several places. Now the settlement can take place in a variety of ways: you can have the reciprocal payment, the couriers, wire transfers of checks and commercial transactions.  When we look at the buyers, they are trading currency like we trade fruits and vegetables, they buy and sell currency.  The back and forth of currency happens by courier as well as federal express -  there are packages that are full of cash that go back and forth. 

Why do people use hawala? Because it has a better exchange rate and people can compare rates. In India everybody is a customer of hawala. There is no ATM so everyone relies on hawala.  It is a huge market. 

Question: Can you discuss the problems of hawala in the United States?

Answer: We do not know much about that, but know that a lot is going on. The issue that we have here is a lot of people do not register, as is required. What we have here in the US is federal requirements that they get registered, they tell us that they operate. You have to get a license in most states, some states do not require licenses.  My suspicion is that a lot is underground right now. There has not been any effort to collect evidence to find out how much compliance there is. 

Question:  In the USA, are there mechanisms to address some of the problems you raised?
Answer:  The IRS oversees grantmaking rules.  Suggestion would be to go on on-site visits and conduct on-site audits of grantees in crisis regions.

Question: The word terrorism appears in some slides, what about its (hawalas) implication of terrorism, particularly to the US?

Answer:  There was no hawala transaction involved in 9/11. The US has not found any transactions related to the hawala business in 9/11.  As far as hawala with 9/11 there is no direct transaction. We do have all kinds of groups that will use it in that way – the West African bombing, for example. What we do know is that when Al Qaeda was based in Afghanistan they did use hawala to move their money.  The 9/11 operations had, for the most part, formal transfers, couriers, wire transfers and bank accounts, debit and credit cards. 

Dennis Lormel

Director of Forensic Audits, AES Corporation, former FBI agent and founder of Terrorism Financing Operations Section (TFOS) 
I have broken my presentation into a number of categories that I would like to touch on briefly. I want to talk about the lessons learned on financing terror:  the financial mechanisms that supported those attacks, there are vulnerabilities, we need to be proactive, and the importance of criminal intelligence analysis and what that means, particularly when you put it into context of financial analysis and how important that is to the overall terrorist initiative. 

We looked at the systemic vulnerabilities.  Where are we vulnerable as a society, as a system?  We want to look at a number of these things, like the proliferation of passports and documents in the use of terrorist activities and again the vulnerabilities in our system in terms of fraud systems, money laundering, use of NGO’s and charities and mosques. There are a number of mechanisms that rely on informal and formal means to move money and terrorist are very well aware of the systemic vulnerabilities and they are going to do what it takes to exploit those vulnerabilities. In a sense, one of our missions is to understand those areas of exploitation and minimize their opportunities to exploit those mechanisms. We want to look at what areas are vulnerable to terrorists and the two principal areas are communication and finance. 

The areas of systemic vulnerability in the USA include:  identity theft and fraud, alien smuggling, travel facilitators, fraud schemes—including business and tax fraud, and bust-out schemes involving credit cards.

The areas of vulnerability for terrorist organization includes: communication and finance.

Being proactive.  After 9/11 we saw the need for having a financial investigative component of all terrorism cases. The ability to go after the money is very important. We had a number of strategic financial targets. Every Wednesday, I met at the White House and we identified financial targets that we felt were really important and then in the framework, we went out and attacked those financial targets. An initiative post 9/11  is a technique called data-mining.  Data-mining is the ability to get information in an electronic format and is very important for investigative purposes. If you are involved in a financial investigation, what we learned is that we had to do things in a more time-urgent and time-sensitive manner. Juan talked earlier about the importance of the financial community and I echo that because when I was chief of the financial industry, I was direct beneficiary of the information that the bank provided us. 

Criminal Intelligence/Analysis.  When I talk about strategic terrorist targets, clearly after 9/11, Al Qaeda was our number one target, but that suddenly diminished Hamas and Hizballah as important targets.  We have financial institutions and other businesses/charities we looked at differently. Fund-raisers, facilitators, couriers and donors, and obviously each of those elements in of itself, requires the use of a financial system, of an informal and formal system to move money. We do what we can to get into all of those funding flows to disrupt their ability to move money. The reality is that we are not going to stop terrorists from raising money or moving money, but the reality is that we can do a lot to diminish their ability and their planning. We looked at it on three levels.  We took funding that went to the networks, to Al Qaeda, to the organizations that helped fund the Taliban. We wanted to disrupt money that goes to that and then the funding to operations, the organizations have money and the money itself goes to the actual operators, it goes to the terrorist. 

We need to identify what the focal point is.  Instead of trying to prove everything that is out there, we need to figure out what it is that we need to prove? You need to be able to focus in on key issues. What can we do in an affordable fashion to make bank records more user-friendly or more time friendly. There is an infrastructure within the US that is capable of supporting terrorism and it appears real. Our great concern is what threats does Al Qaeda pose? Looking at terrorist characteristics, they are not static, you have to look at the evolution of operational dynamics in terms of operatives, targets and financial communications. When we put regulation in place, these people are smart enough to look elsewhere to exploit the system. But clearly the evolution of operational dynamics is key and we, as investigators in the banking community, are keeping in mind that fact that there are these changing dynamics. 

There is a new generation of terrorists that we are looking at, we are looking at better educated, more autonomous terrorists that have radical ideas and we are seeing a more regionalized group. And in global trends we are seeing more and more overt activities and, again, proliferation of stolen passports and the use of false identification to facilitate the movement of money. The regulations increasingly have an effect because what we are seeing now are is the criminal elements versus the terrorist elements, using criminal activities to raise more and more funds. In the finance against terror we are looking at sources of funds, different sources.  Those we want to focus on are the use of charities, NGO’s, mosques, the wealthy supporters, and now we are seeing more and more with these kidnappings, and the extortion.  We will see more and more of those types of tactics used by terrorists. But these are the sources of funds from both the formal and informal sides that we need to look at. Ahmed Rassam, the millennium bomber, was arrested coming through the border out on the west coast. He had a plot to blow up Los Angeles International airport, fortunately he was caught. He was basically self-funded through credit card fraud - he raised his money. Then you look at Zacarias Moussaoui, the alleged 20th hijacker tied to 9/11 - he was totally funded. We see a series of wire transfers that were going to him and the use of bank accounts here in the US that facilitated his activities.  What we need to balance is the culture involved. These individuals are coming from Pakistan, Afghanistan, where the financial system is much different: the informal network is more of the method in which they move money.  The 19 hijackers used the banking system and they did it in such a way that they avoided detection. You are dealing with people who are more comfortable dealing with cash as opposed to financial systems. Pre 9/11 the 19 hijackers used the banking system.  In the new post 9/11, using the banking system would be more difficult because of the scrutiny by the banking community and law enforcement. So they moved more money with the Hawala system, the other types of mechanisms to move money. 

The mechanism that they use to move money is money laundering.  What’s the difference between money laundering and terrorism financing? The big difference is that money launders move money to make a profit. Terrorists, who are ideologists, don’t have that greed factor. Things to consider are the areas of risks. In the US, what we found with Al Qaeda, is that we are looking at self-funding, funding through mosques and NGO’s. You have a radical Imam whose has the ability to recruit people.  In the US we’ve seen that they recruit people who may go to fight Jihad in another country. NGO’s may fund a mosque, and also encourage the teachings of a more radical ideology.  There is fundraising based here in the US. Some of the mechanisms they use to move money are basically straw accounts, money changers, Hawala systems and wire transfers.  Hizballah were more of an organized crime group as opposed to a terrorist group. What we found with 9/11 was a blending of the formal and informal mechanisms of moving money. In the US, the blending is because of cultural considerations and with the 19 hijackers what they realized was that to blend in they needed to use the banking system the way that we do.  Everything that they did was done to avoid detection. 

The informal mechanisms and the use of couriers, in particular, is a genuine problem. The NGO’s is an area of particular interest and, again, Hamas has been able to use these organizations to facilitate these organizations. There is actual money that goes toward supporting terrorists, widows and orphans of suicide bombers. We are looking at what is the purpose or ideology of that particular NGO, what is the organizational structure? What are the recording keeping requirements? Once you can get to that then you can figure out what NGOs are problematic.  In the US a couple of the major ones are the Holy Land Foundations and the Benevolence International Foundation (BIF).  They funded widows and orphans of suicide bombers. 

9/11 was totally funded by Al Qaeda. Those terrorists had money that was provided to them and they stayed within the financial structure to avoid detection. If we look at Bali, that was funded by Al Qaeda and some criminal activities. In the Bali case, we know that $318,000 was used, part of the Bali operation, they received money from Al Qaeda in the form of couriers. In the Riyadh bombing, again that was funded by Al Qaeda.  In Saudi Arabia, money was linked to bank accounts in Switzerland. In Istanbul, the attack in 2003 was funded through a Syrian. The Madrid bombing, in contrast, was funded by criminal activity. So that tells you a few things, that by the time of Madrid, Al Qaeda is bankrupt so there is no real financial sector. A group of Pakistanis who were able to work our system, they had social security numbers, work permits, all the types of documentation. One of the challenges we have is the being able to track money that has gone to Pakistan and being able to relate it to terrorism, and it’s unlikely we are able to do that. 

The last case has to deal with a Hizballah-related case and involves cigarette taxes and the money that can be generated from that. We are dealing with a group in North Carolina that perpetrated this, they had methods of operation with cigarette smuggling, and they avoided taxes. They had over 500 bank accounts, credit card accounts, financial accounts, purchase of cashiers checks. These guys weren’t true terrorist groups. This gives you an idea of the different identities they use and from an investigative stand point we have mechanisms in place working with social security. The key to success is that we, as a community, are able to work with the intelligence community. Internationally, we have to work with our international partners. It is so important to hear from the business community. We are now dealing with a different group of terrorist that are more autonomous and present different types of threats. What do we do to adapt and how do we disrupt the flow of those groups?  We need to track transactions better and the real benefit of a format like this is that we come from different backgrounds and we can value that at the end of the day.

Question: If you are a banking institution and you have the FBI that has been hot on the trail of somebody, but there is no court order in place for freezing the assets, and a wire transfer comes in, how do you hold up the wire transfer so the money doesn’t leave without a court order in place?

Answer: It’s a tricky situation. Nobody is suggesting that banks need to be vigilantes. The way we are set up now, the recommendation we give is to file a very detailed SAR prompting us. SAR is the process in which we initiate that and we are trying to be more proactive. 

Question: Have you had any experience with terrorist financing in South America?

Answer: We have been doing outreach and technical training. We send a lot of agents down to provide them with training in money laundering and the tracking of things. 

Comment: One of the things we did as a country was to start making lists of the groups that we believed are terrorist groups and there are legal conflicts that arose from that definition. 

Alex Gibbs

Economic Counselor, British Embassy, Washington DC on the “International Dimensions”

We do a lot of best practice policy work which is helping the UK and US policy makers join up in areas where they can usefully learn from one another.  I will be talking about the UK’s approach to some of the policy issues on terrorism financing, and hopefully present some issues which help frame the discussion. My aim is to underline the importance of the UK, Europe and the US, and the wider global community working together.  There is an opportunity to do three things:  1) to review our efforts to see what works, 2) to consider how we can tackle these crimes more effectively and also, 3) more importantly, to see how it fits together the international components. We have drawn connections and parallels to the financing of terrorism and other organized crimes. It is important to keep thinking to ourselves to what extent are these assumptions correct? What assumptions that we make in response to crime need to be reconsidered? 

I will start talking about the British perspective, about what we are doing in this area. First, it is to deliver security in the UK; second, to tackle crime by reducing criminal activity; and third, our actions should aid in the detection and prosecution of crime at the most basic level.  The information produced from the operation of counter-terrorism and money laundering control provides better intelligence on what will lead to criminal investigations.  We must not forget the need to protect the proper functioning of the market economy, the economic and competitive distortions that are created and the disadvantages to legitimate businesses. 

We in the UK see three elements of policy in which we tackle terrorism financing and money laundering.  These are detection, terrorism disruption and targeting. By detection I mean identifying targets and potential vulnerabilities. By deterrence and disruption of settings and having stringent standards to ensure that our economies remain secure from the hostile environment of criminal activity, and that we do what we can to deter criminals and disrupt their operations. Initially we may have looked at terrorism financing in isolation from other types of crimes, but there is growing interest in both the UK and internationally in examining the links across different types of organized crimes.  In the UK we decided to move to a single coordinated approach to organized crime with the forthcoming establishment of a single series of organized crime agencies which can bring together a host of current agencies that have different roles in the area.  On the issue of deterrence and disruption the question is how far we focus our efforts, and by that I mean the efforts of all partners in the process, whether we focus our efforts on blocking illegal money altogether rather than following it through the system to see where it leads. Can we do both?

As you all know there is an emerging school of thought that using terrorist funds to track the flows and build up a clearer intelligence profile is at least as important, if not more so, than cutting off the funds of sources. For example, the 9/11 Commission Report advocated the increasing use of intelligence obtained from financial information to target key facilitators of Al Qaeda funding.  In our view, both freezing and following funds have a part to play in a concerted approach. There is no doubt that information on terrorist financing provides vital intelligence on their activity overall, which is often accurate and detailed and must be part of our policy framework. 

It is also worth considering whether this approach of blocking the illegal money, but also following other funds, has a parallel in approaches to organized crime and money laundering.  In the past, customer due diligence controls to prevent criminal funds from entering the financial system has been seen as the most important, or the sole defense, from criminals. And while controls are in place to minimize the misuse of our financial systems by criminals, we believe that we need to accept that some criminal money will inevitably get into the system.  And it is at that point when effective action by industry and law enforcement can potentially turn this to our benefit.  A combination of good, ongoing due diligence on the part of the financial sector of effective reporting of suspicious transactions, followed up by investigations of law enforcement, will use that valuable intelligence to disrupt and target criminal activity. We can still block those funds further down the pipeline by confiscating assets, and in the UK we have a lot of experience with our asset recovery agency working with the police to confiscate terrorist funds, which has demonstrated to our satisfaction that asset confiscation can be highly effective in disrupting activity. 

On the third element I mentioned, the question of target action, the priority for us is ensuring that we use the weapons we have to the very best effect possible. And the sort of issues we grapple with include whether we can improve the way we use the process of freezing assets of terrorists listed at the UN. For example, one common difficulty in using the current list of the identifiers is that work needs to be done to make this clearer so it’s easier for financial institutions to implement the measures and to make sanctions quicker, and therefore more effective. These are just some of the questions that have emerged as we continue to examine our own approaches to tackling terrorism financing and organized crime. 

And in going forward we think that our approach to developing and strengthening this work should be guided by three principles. We call them effectiveness, proportionality and engagement. Our test for effectiveness means putting in place robust systems of control to detect, intersect and confiscate the proceeds of crime that make it harder for criminals to profit from their criminality.  One of the UK’s priorities is participation in international bodies such as the Financial Action Task Force and in the EU, as well as domestically.  We must stress the need for standards that can be effectively implemented.  All parties involved need to keep their systems and processes under constant review in order to stay close to the criminals. 

To be successful in tackling terrorism and organized crime we think it is best that our approach is proportionate and evidence-based. Faced with critical threats we can’t afford the opportunity cost of diverted efforts, whether the efforts of intelligence, police or the financial sector, away from what does work to what doesn’t.  So our approach is to focus efforts according to risks and seek to impose controls in a cost effective way.  We aim to do this by always trying to improve the evidence base for policy-making, ensuring that controls are risk based and setting flexible high level principles rather than prescriptive controls. But the need to establish a sound evidence base to inform policy decisions is recognized by policy makers across the world and the financial action task force has recently intensified its study of techniques and trends in money laundering and terrorist financing. A program of work which we very much welcome and encourage. 

Given the adaptability of terrorists and organized criminals we need constantly to look at the other areas we should target in order to ensure that we remain on the trail of the funds. We need to keep track of new mechanisms that terrorists and other criminals use to raise and move funds, be they fraud, drug smuggling, cash couriers, people trafficking, remittances or trade finance. And as we tighten up our controls in the formal sector, the terrorist and criminals look for other ways to raise funds and other ways to move them. To make progress in preventing terrorism and economic crime, we must not get left behind on our response and this underlines the importance of our constant review and analysis that I have described. 

The third principle underpinning our approach is engagement, by which I mean engagement with everyone affected by the system of controls. Domestically, we do this though consultation on new proposals.  For instance, we are consulting now on the upcoming third EU money laundering directive through on-going communication, through seeking to improve our feedback channels, for example, on suspicious activity reports which we receive from the private sector. And the UK financial services authority has established a new working group to ensure that the obligations we place on financial firms to identify customers is truly effective. The Bank of England has regular contact with the financial services industry over the sanctions regime and its implementation, and within government we have taken increasingly joint approaches to tackling terrorism financing. Internationally, contact at all levels throughout departments and agencies with their international counterparts is significant and important and we continue to work together to ensure that our approach is coordinated. This last point is particularly significant because effective engagement is not simply a question of working with our partners in the UK. In addition to ensuring that we best use the current approach we have, we must encourage others to do the same, and we see this as key part of our role, as does the US.  We are facing an international problem and we need an international strategy to tackle it, and only by encouraging all countries to ensure that their financial systems are also hostile to terrorist and criminals can we succeed. 

The UK has so far funded six and half million dollars worth of counter-terrorist training abroad. UK financial investigators continue to work closely with their counterparts in the US, Europe and other countries. Europe has committed itself to an action plan which is being driven vigorously by the Dutch under the EU presidency, and in the second part of next year the UK will take on the presidency of the EU and will combine that role with the presidency of the G7 and G8 which we take over from the US at the start of the year. Running both these presidencies at the same time gives us a unique opportunity to shape the international agenda and our ministers are committed to ensuring that the fight against terrorism financing and organized crime continues to take a central part on that agenda. 

Effective engagement is also a critical part of our relationship with the private sector. We continue to be very grateful for the cooperation we receive from the private sector worldwide, without which we simply couldn’t advance this agenda. It is vital that this contribution be acknowledged and our controls and overall approach will simply not work without the efforts and the resources the private sector institutions in making them effective. 

In conclusion, we have an opportunity to think both in practical terms and also in broader strategic terms about our approach to countering terrorism financing and organized crime.  For policy makers this is particularly valuable and I think we have a chance not only to hear about best practice elsewhere, but also to consider international solutions to problems which cross borders. 

What are the Issues in Stemming the Flow of Funds for Terrorist Activities?

Regulated Industry Panel
Richard Small, Managing Director, Assistant General Counsel, Goldman Sachs
Post-9/11, the recommendations that came out did not address terrorist financing in the sense of what happened on 9/11, and would not have prevented the financing of the 19 hijackers.  So what I see as the number one issue is the identification of exactly what it is and what we as an industry should be looking at. I am not blaming anyone, but nothing that has been put in place post-9/11 is helping.  The Patriot Act has to do with money laundering not terrorism financing.  The FATF has to do with money laundering, not terrorism financing.  The government is not telling us anything—are they building profiles?  Can we build profiles?  We’re on the frontline but we’re not finding anything.  When we file SARS, the government is responsible for making the connection.  We hear “banks should find terrorists financing.”  Government needs to tell us, give us more information beforehand.  We need a partnership.  The regs are reactive.

Steven Shine, Vice President and Sr. Regulatory Counsel, Prudential Equity Group

Prior to 2001, the largest financial institutions, whether they were banks or broker dealers, had very robust anti-money laundering programs, including systems and training on what to look for. The problem is that we are looking for different things.  There are several issues.  First, the FATF did not address 9/11.    Pre—9/11, the issue was traditional money laundering, which say for the most part involves narco-dollars, tens and millions in narco-dollars which could undermine financial systems, and as we have seen which could undermine entire governments, and that was what we were told had to be opposed. Post-9/11, the quantities moving are much smaller amounts.
Post 9\11, the world changed in a lot of ways, it certainly changed in anti-money laundering protections, where we were looking at wires back and forth in and out of banks for thousand of dollars. Another issue is that much of terrorist finance dollars is, in a way, money laundering in reverse, as it were. Typically, in money laundering you have proceeds of illegal activity going into a banking system. In the terrorist financing scenario, you have funds very often have legitimate sources, whether it’s a donation, that is going to be used for a bad purpose and our problem here is identifying that. One of the things that all good financial investigators have to do is follow the flow on money, and in this case it is a very difficult task. A third issue, something we as an industry can do and are doing is knowing our customer. We need to look at destinations of funds (that’s something that we have always done), we have to increase focus on NGO’s and charities, and again it all comes down essentially to looking for unusual patterns given what we know about our clients. Also monies from hot geographical areas have changed since 2001 for the most part. 
Some recommendations:  I think what we need is more of a cooperative effort between the financial industry and the feds.  There must be more information sharing and a greater flow of information from the feds to financial sector.  I think that the larger institutions are very much an underutilized resource.  I would ask for a greater flow of information so that we can be part of the solution in trying to find the various needles in the haystack. 

I think that having people from the law enforcement and regulatory committee inside financial institutions has certainly helped a great deal.  The financial industry has been focused upon with a subtle argument that that is where the money is.  But I would argue that if we deal with this on a transaction basis, that companies that are in the technology business, companies that are in the arms business, companies that are in the jewel business, companies that are involved in technologies and computers, do not have the responsibilities and legal obligations for the risks that are now imposed upon the financial institutions. Yet everything that they do has as much of an impact on the financing of terrorism. 

One of the things that we try to recognize is that financial institutions are not the beginning or the end of the fight and that there has to be a coordinated effort if we are to be successful. The second, the cornerstone of all policies, are really the bureaucratic regulatory aspirations, and we like to think that we are governed by due diligence, monitoring and reporting of suspicious actions and ultimately continued relationships and liaisons with law enforcement. With respect to diligence, we have been in the process of forming an industry initiative regulatory data core which basically has been collecting public data to many issues, certainly terrorism financing being one, but also political associations and corruption. And the notion is to organize the most robust database available on historic information so that firms can run their account bases against this database to pick up suspicious activity. The notion here is that firms need to not only know who they are dealing with but also be in a position to monitor.  The government cannot always share with us everyone that they are concerned about.  Probably the most important aspect is that when you are on the inside of the public sector that is public information. There are now so many sources of public information, there are so many ways to access it, organize it and make it available.  The techniques and the trends are changing at such a quick pace. This is not a zero impact game that we are playing, this is one that we are trying to constantly monitor.

David Lawrence, Managing Director, Citigroup Global AML

There is nothing out there that is really helping us nowadays. The Patriot Act, the provisions to deal with terrorism financing have nothing to do with, in my mind, terrorist financing, they have to deal with traditional money laundering likewise of the Financial Activity Task Force (FATF). The issue for me is that financial institutions will not find terrorists unless the government tells them who the terrorists are. Plain and simple, we have tried every way possible, we have looked at technology, we have looked at trying to build case scenarios out of past practices, we have tried to build profiles, we have done it with law enforcement, we have put our heads together, it doesn’t yet exist. We are on the frontline with terrorism financing, and we are not finding it. What we do find is suspicious activity or suspicious transactions that, when given to the government, they are able to meld that with other available information and evidence and they may make the terrorism financing connection. I cringe when someone says that an investment bank or broker dealer should have the ability to find terrorists through finding terrorist finances.  I see what is potentially legitimate money coming into institutions, but then ends up going into financing a terrorist organization or act, but we will never know until it’s long gone. So while those funds live in institutions, they look like funds you have, they don’t look any different than anybody else’s money. So the issue is how do you distinguish that, and my solution is when the government tells us who they are, that‘s what we have to work with.  We worked very hard to get in the Patriot Act a provision that allowed for the sharing of information back and forth between the industry and the government. One of our government agencies was tasked with the regulation of putting that in place, to put in a regulation that says government will provide names to industry and industry will search and notify government if they have those names. We never hear back most of the time whether or not that information was of value. We don’t get information flow that we can use day in and day out which could help us identify our risks. Financial institutions will never find terrorists in this environment unless the government tells us who they are.  We need to talk about a partnership and about regulation. 

Edgardo Ramos, Partner, Day, Berry & Howard, representing international grantmakers

I have spoken to several groups concerning what has happened since 9/11 and I am typically very sensitive to law enforcement who, when they hear me complain about the types of regulations the government is seeking to impose on our sector, would look at me and say that it’s just a lot of whining by a lot of do-gooders who are involved in very dangerous situations and dealing with very dangerous people against whom we should be very wary. I am heartened to see that individuals from Goldman Sachs and Citigroup and Prudential, arguably the most powerful institutions in the world, are doing the same type of whining.  

Prior to 9/11 there was no need for someone with my particular background in law. I am a prosecutor by training and I am involved in the international grant making sector. A charitable sector prior to 9/11 was a fairly small collegial club of wonderful lawyers who, if they had any connections with the government, it was only with the IRS and only on the regulatory side and not the criminal side. After 9/11, the charitable sector was seen as vulnerable to terrorists because they have access to tremendous amounts of funds and they have mechanisms in place of getting funds from here to locations throughout the world that are generally considered hostile.  They are seen as having respectability and depending on the jurisdiction in which they operate, they also operate under little regulation. That, combined with another factor, brings us to where we are at today, and that factor was that after 9/11 several contributions to Arab American and Muslim charities in the United States plummeted. These American based charities actually went to the IRS and said what can we do in order to give the public comfort in that when they give us funds those funds will not be donated to terrorist activities. What happened then was that the IRS gave them voluntary guidelines. These guidelines sought to impose on the charitable sector a regime of anti- money laundering programs and mechanisms that have previously been imposed on the financial industry.  The voluntary guidelines, according to the IRS, are simply voluntary, you don’t have to enforce it.  However, they are starting to be accepted and they have been accepted by the charitable sector. Part of what they propose charities do is to check the background of their partners, the board of directors, the executive director and all the beneficiaries. Charities don’t have the resources to engage in this type of check. Moreover, the view that charities are a major source of terrorist funding came as a complete surprise to American based charities.  That charities account for the second largest source of terrorist funds, the American based international grant makers do not know where those figures come from, certainly when it was clarified that they were not speaking about American based charities. So when these gentlemen talk about “we don’t know who the terrorist are”, well, neither do the American international grantmakers.  

NJ Government Panel

Frank Widmann, Chief, Bureau of Securities, NJ Division of Consumer Affairs, NJ Department of Law and Public Safety

As state security regulator, we enforce security on the civil side, the Division of Criminal Justice deals with criminal cases, we report to the Attorney General of New Jersey, and in terms of money laundering, I am going to talk more specifically about terrorism. Money laundering turns out to be a companion crime to securities fraud, more often than not, and involving things like the creation of consulting firms where money is hidden and things like that.  There is common ground between the money laundering and the terror, and from my standpoint, there are couple things we are doing and more could help us.  One,  we routinely subpoena bank records and most of the time banks comply, however, one of the things we found is that because of mergers or lost records, the response is slow. It takes weeks to get bank records, and I know that sometimes the bank records are voluminous, but it seems like it’s an intrusion as opposed to a cooperative venture.  We need the cooperation particularly in money laundering cases and we need it quickly. One of the things that was brought up this morning was the technology aspect of reviewing those records and that is still a challenge for us, but the first step is that we get the records. We do try to focus what we ask for so we don’t ask for everything under the sun. We had a firm earlier this year who would not give us access to their premises which is a requirement under the securities fraud law. So we ended up giving them a $20,000 penalty. The other problem we have is getting records from foreign jurisdictions. Subpoenas are generally not good out of state unless the bank or whatever institution has contact with New Jersey. Too often we have to explain to them that ok, sure your bank’s headquarters is out of state, but you do business in New Jersey so we would like you to comply with the subpoena.  With respect to foreign jurisdictions, we have great cooperation with out of state institutions, we work more and more with the Canadian provinces, the UK and Australia. We found that there is no substitution for having a personal contact with the various agencies you deal with.  We have had that through the NASD who has long standing ties of sharing information routinely. We also work closely with our brethren in the NY Division of Criminal Justice, local prosecutors in New York because our primary focus is to follow the money.  We do frequently refer cases for criminal action. Another issue we have is offshore havens, it is a problem because we deal with trusts that we can’t penetrate and frequently that’s stolen money, it could be for terrorism, it could not be but its certainly money laundering and to the extent that we can get cooperation in terms of treaties,  that’s something I would to see more in process. 

Robert Tillman, Director of Banking, NJ Department of Banking and Insurance

The Division of Banking focuses on banks, credit unions and a variety of other institutions that certainly can be involved in terrorist funding or money laundering.  Representing the state government, we do look closely at state regulated activities and compliance and too often the large institutions fail meeting the compliance requirements. Sometimes I struggle to accept the comment that a very large institution might have trouble adapting rules, arranging systems or training staff. I came from a corporate   institution and I have some inside knowledge about how the process works and I can honestly say that one of the reasons why subpoenas are delayed is because the management structure is often more focused on profit-making.  Client goals and client resources have just recently begun to look at other things.  Too often the smaller organizations are overlooked and a lot of time and money is spent looking at large banks. We are taking a closer look at the smaller institutions. Smaller institutions which often consists of no more than 5 people and an annual revenue of no more than a half a million dollars, that type of institution may still be transferring funds in some degree which may contribute to money laundering and goes too often overlooked because the focus is on the larger institutions. We need to increase our efforts significantly because the money used for terrorist funding will not necessarily go to larger institutions. 

One of the things that we have seen even in the larger institutions are enhanced monitoring of transactions.  Some of the larger institutions are already putting in place automated systems to do some comparisons of transactions and they are very good at it. Those types of things should be enhanced and even the companies that spend millions on this say that it is helpful. The other thing that we have seen too often is a lack of training. All the rules have become more complicated over the years and too often our staff is now made responsible for this area and they are not given adequate levels of training, the depth and frequency is not there. Another area of improvement is testing or auditing of transactions or services. There needs to be independent testing and independent level of where the sign off is credible and those are the things that the larger companies have done a better job at. There are several things that we look at when we go out to do an exam; we focus on currency transaction, suspicious activity of reports, auditing procedures and whether they are being followed. We could do this all day and all week and still miss terrorist funding because too often it involves legitimate individuals and legitimate companies. 

Maureen Williamson, Deputy Attorney General, NJ Division of Gaming Enforcement, NJ Department of Law and Public Safety

Our regulated apparatus from the beginning has been geared towards ensuring that financial services are made able to identify the patrons solely and exclusively. Atlantic City more than the Las Vegas market is driven by patrons. We have willingness on our part by a mass majority of our patrons to provide a great deal of financial information.  Our operators have very sophisticated tracking mechanisms which track all illegal activities. We have the luxury of an exclusion act and a mandatory surveillance department, any financial transaction conducted by any one of our licensees there is the risk that that transaction is on surveillance. The use of our operators in the context of terrorism financing is that we have legal issues, cost issues and information sharing issues. Particularly we are constantly revisiting our accounting and control requirement and our transaction modeling capabilities.  I am sure many of you are familiar with the federal systems transaction reporting requirement maintained nationally. New Jersey had a suspicious activity recording for our casinos going back to 2000. In March 2003 you have reporting requirements for our casinos however, pre-911 we were beginning to capture this type of data. We also had from the beginning a regulatory procedure that was very intense on prohibiting the misuse of wire transfers. We are continually enforcing a greater level of communication between the customer and the individual. We are trying to be more uniformed in the handling of wire transfers. The more we know about the transaction, the more we know about the customer, the more we are aware of the misuse of finances they offer. The other issue which comes up is the ability to track transactions which amount to $2,000 or more. Another issue is the training issue. When we work with our licensees we learn that line level employees have a very difficult time with the reporting of activity. In terms of the information sharing aspect, I think we always want collaborative relationships and there are very real concerns as far as national security and private security issues are concerned.  Sharing information is between the private sector and the regulatory community. 

Vaughn McKoy, Director, Division of Criminal Justice, NJ Department of Law and Public Safety

As a prosecutor and head of the law enforcement agency one of the things that is most important to us is communication and information, because unless we get that information it is very difficult for us to act. I have every confidence, in light of what happened in 2001, that our legislatures and regulators will rise to the occasion and implement regulations. As I mentioned earlier, it is very difficult to prosecute a terrorist organization when we don’t know who they are. It is very difficult to tie a person to a terrorist organization because of regulations. We have cases were we suspect some foreign national is using illegitimate business but it is very difficult to track. With terrorist organizations, it is very difficult to infiltrate them through law enforcement techniques because many of them have legitimate purposes, wire taps, surveillance and the like. And so we have to find new ways of getting into these organizations and to work with regulators to find out what is going on. We have to be vigilant in prosecuting these cases. If it is one issue that has unified this country, it’s the issue of domestic security and homeland security. 

US Government Panel

Jeffrey Breinholt, Deputy-in-Charge, Terrorist Financing Task Force, US Department of Justice

As a prosecutor, we are pretty much the ultimate consumer of the information that you, the private sector, develop and provide to FINCEN. I would like to offer observations on how I view the concept of terrorist financing. What are the roles of the international bankers in the war on global terror?  The academic concept I want to use is sociology. What sociology is, it is social science that deals with the study of individual roles. I submit that this a very interesting way of thinking about terrorist financing in particular the role played by each of you in this room. I suggest that another discipline that is useful for us is the discipline of intelligence. Intelligence is a notion of the intelligence cycle that is a never ending process and there are various entities that play a role in this cycle. There are about 5 different components of the US intelligence cycle, but the most important two of the five are collectors, people who collect the intelligence, and consumers. And the intelligence cycle refers to US government entities that collect information and they process that information and pass it on. The ultimate recipients of that information are consumers. The consumer in our country is the President of the United States. The secretary of Treasury will be one, the Attorney General and the Secretary of Defense will be one. These are the operational decision-makers. The collectors don’t operate in vacuum; they operate based on what the consumers want to collect.  Another concept is actionable intelligence, actionable intelligence means intelligence that is so verifiable according to the discipline of intelligence that operational decision-makers can make action based on that intelligence. That’s the ultimate goal of an intelligence cycle, to develop actionable intelligence. What constitutes actionable intelligence depends on the consumer.  The reason that these concepts are so interesting to me is that what you see after 9/11 is the melding of roles; you have consumers and collectors that are pretty much the same. The consumers have to be collectors and vice versa. FINCEN is one of your regulators; FINCEN regulates the bank secrecy act. What is FINCEN in the intelligence cycle? They are collectors; they get information from the secretary of Treasury and other operational decision-makers.  I submit that FINCEN is a consumer of intelligence also, FINCEN asks you for information through regulation. We need to be better in interacting, but the key to that is looking at it in terms of the intelligence cycle and understanding how our roles meld between collectors and consumers.

Greg Ruppert, Acting Unit Chief, Radical Fundamentalist Financial Investigative Unit II, Terrorist Financing Operations Section, Counterterrorism Division, FBI headquarters

What I want to lay down today are the difficulties that are facing the FBI in terms of terrorism financing, and what it boils down to is that terrorism financing cannot be worked at in a vacuum. Working it in a vacuum is impossible; we have to expand it beyond that.  To break it down into two categories, is the reactive and proactive nature of conducting investigations. The reactive is taking a known or suspected terrorist or conducting an investigation into a terrorist act like after 9/11 and use all of our bank information or wire transactions, credit cards, debit cards and taking that information and analyzing it and getting into the bank account information and credit card information.  This opens up a whole world of activities. Within a matter of days we were able to open up these credit cards and see where the transactions took place for a majority of these hijackers and investigate where they were. Basically you open up a can of investigation using the financial information. The difficulty is that when you don’t have that information the impact does not occur. An example is a credit card transaction when you purchase lunch for two. When you extrapolate their restaurant receipt, then a credit card slip, the restaurant swipes your card and that company keeps a record, and when you pay for it that’s another record. Everybody is very in tune with money, because of that companies keep strong records and this helps the investigators. All we have to do as an investigator is tie into one of those transactions, then we can move either way. In terms of a reactive nature, we had an easier time working with banks, we had cooperation. On the flip side we had the proactive and the lessons learned from 9/11, it comes down to what is terrorism financing? We have criminal activity each single today and just because it’s somebody from Pakistan or a Middle Eastern country doesn’t mean its terrorism. So we’ve got to be able to route through those criminals to find out who are the terrorists within those networks. You have a lot of immigrants who want to send money back home, not illegally, they want to do the right thing, and we have got to find the criminals within those groups. What’s going to happen with terrorist financing is very 007, conflict diamonds. People have a desire to look for those items that are more complex than is, when in effect the terrorists are hiding in the shadows. They are going to be the 9/11 guys who are acting like every other US citizen in terms of conducting their business and that’s how they succeed in terms of what they are doing. 

Laurie Bender, Senior Special Anti-Money Laundering Examiner, Special Investigations Section, Board of Governors of the Federal Reserve System

The particular database that FINCEN is in charge of, all the CTRs and SARs go into, law enforcement has access, regulators have access and many others have access to that database. It’s been very much a problem in the past, some of the quality of the data, whether it be the narratives are not detailed enough or whether they don’t tell the true story etc. We recognize that, but we also recognize our part in that perhaps we have not given good enough guidance. So that is something we are working on with the SAR reporting. We also realize that we need to give better guidance on risk-assessments. How do you assess risks, what are the different categories, what is relevant and so on. We have been talking about profiles of the hijackers etc. and like several people have mentioned, that has changed. We recognize we have some work to do on that. We also recognize that the examination process is in some need of improvement. We are working on procedures, both core procedures and expanded procedures, for those higher risk areas. Those are now being done on an interagency basis. 

In the past some agencies have worked together but this initiative that is going on right now is all federal regulatory agencies, and the state will be brought in at some point. It is a collaborative effort, obviously that complicates things too.  Politics comes into that as well, but when the product is issued to the public it should give  a lot better guidance to the industry as to what the expectations are, and again it would be an interagency product so hopefully that would cut down on the inconsistencies. Again, that is another challenge for us as within each agency but also on an interagency basis - trying to be consistent with the message that we are sending. Another issue is CTR reporting, Juan mentioned this morning.  We understand that there is huge amount of data in the system; much of that data is not as useful to law enforcement as it could be. Because of that there has been a subcommittee formed under the Bank Secrecy Act Advisory Group that includes the industry, regulators, law enforcement, a wide group of people and one of the topics is how to increase the utility of CTRs for everybody. There is also talk of increasing the dollar amount on CTRs, I don’t know if that will happen, that is an issue for law enforcement but it is at least an open forum and something that everybody is working on in trying to come some solution that will help everyone.  Third issue, one provision of the Patriot Act, is on wire transfers. We understand that it is very difficult for the financial industry to monitor wires from other countries so we are working very closely with the Treasury to come with a workable plan to get other countries on board on wire transfers. The next issue of OFAC, Juan talked about the sanctions. That has been a huge issue for us and OFAC is an interesting topic because it spans such a wide spectrum. OFAC is in charge of regulations but we have some responsibilities for enforcing it. We recognize that it is impossible for banks to follow the letter of the law and look at every single financial transaction or to review all sanctions as the law calls for. We are setting up a subcommittee with Juan, with the industry, the American Bank Association and others to try to come to some sort of agreement with this. We are also working on an information sharing process with OFAC so that we can share information on the banks OFAC program with them so that they can consider that information. This is all an ongoing dialogue with them. We recognize the need and the challenges for the industry, regulators and law enforcement. We have a subcommittee on 314A that has always been law enforcement, treasury, FINCEN and the regulators. Obviously we need more input from the industry as well. We are open to suggestions and it has been greater cooperation since I have been at the FED, particularly since 9/11 as far as agencies working together to come up with solutions. 

Open Discussion 

Jeffrey Breinholt: If it’s not too much to require US charities as a condition of their 501:3C status recognized by the IRS to file tax returns every year and tax returns that are filed that are penalties of perjury is it not too much for me to prosecute them if they lie?

Edgardo Ramos: Absolutely, I think that has been a problem in connection to anti-terrorism finance. The charitable sector has lived under that IRS reviewing board and we continue to live under it and we understand what it requires, we understand that when we submit a tax return that it is required to be absolutely truthful. 

David Lawrence: Do you think that the US government should be regulating charities more than what they are doing?

Richard Small:  As an organization I am giving money away to charities both in the US and abroad and I am looking to make sure that we are doing it with the appropriate charities. I am getting pushed back by charities who say why you are bothering me in wanting to know who the directors are and what their background is and what they are going to be doing with the funds. And the pass on, if we give it to charities, do they give it to others, I want to know that and I am going to hold up funds. We recently imposed requirements on our own giving.  

Greg Ruppert:  In terms of motivation and your number goal, not attacking you three gentlemen but your higher ups, in terms of what your number one motivation is as a corporation, is it profit or just an ongoing business concern versus the government motivation to detect, disrupt and deter terrorist acts.  In terms of sharing information, if we do in fact share information, how can we stop this and get rid of this account?

Richard Small:  All the institutions here have cooperated with law enforcement in various ways including keeping accounts open that discretion says you would probably close towards an investigation. Firms have robust anti-money laundering program years before there was any requirement to do that. One of the things we did after 9/11 was had a meeting and there were ever firm there and there was a lot of good that came out of that meeting in the first year or so. That seems to have been lost but I think that what we need to do is have that communication back. 

Steven Shine: I do think it’s unfair to say that the heads of cooperation’s only worry about profits. Obviously they are worried about keeping the company functioning but you never heard the head of a co-operation say I am going to so something to impact the law enforcement investigation. As a matter of fact we get specific directions to say don’t do that. But I put the question to you that there is an element of trust and I am concerned that in the vacuum you are worried about information taping? and we having tried that yet. On the other hand in 1996 we impose a new requirement on financial institution, I did it as a regulator and we told the financial industry that you got to report this stuff, you got to get it to the government, they really need it and its all kept confidential so don’t worry about it getting out and the next thing you have is federal agents knocking on potential suspects door and saying I want to ask you about this report the bank has. My point is there has got to be trust somewhere. 

Nikos Passas: I can tell you that two problems with respect to the financial control, what is missing is measures that are based on a) good evidence and analyses of that evidence and b) principles that will give those measures legitimacy.  With respect to reverse money laundering, to extent that we start naming, freezing and all that, a lot of people who want to contribute to a terrorist cause will act like a money launderer because they want to hide their names. In fact somebody who wants to make a contribution may engage in the methods that would be as suspicious as money laundering. Being proactive in the private and government sector is important. Who are the terrorist? We will never know that until we have the evidence. The problem here is that we have too many names that are similar. Same thing with the SAR after 9/11 every Mohammed who has a wire transfer is picked by the SAR, so the quality of information and the quality of the SAR is another issue. There is a lot of bad information there sometimes by mistake, sometimes by incompetence, sometimes because it’s driven by agenda. There are databases that go un-use and one example is NIPS? in the department of Homeland Security. The same thing with FINCEN a good thing would be if more people and more time was spent analyzing the SAR then the feedback and the trust can be resolved. On the international side, there has to be a process where people can see why someone’s name gets placed on the list and some process whereby someone’s name is timely removed.  When we mis-target and regulate and over-regulate certain informal sectors and hurt people who are not participants in terrorism, the sympathy factor kicks in and we talk about terrorist are not using the bank, that they are using other networks well that maybe be good that maybe be bad. Now we can’t monitor them as well. Is it better to monitor or free?

Dean Kennedy – closing remarks

The police institute has a group that meets called the I-95 consortium group that meet in Boston and interestingly enough these are people in the law enforcement and you know what they complain about, they can’t get any information from the federal government. They report their information but they never get anything back. The government people do the same thing, they say we need to do better, we need to get the information back but they are worried about that information. There is a parallel there and I think we need to sort out some of the more important issues related to cooperation, information sharing and understanding of the process. I would like to thank all the panels and thank you all fro coming. 
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