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Crossing Disciplines

Vox Clamantis in Deserto

Jim Blythe, USC

Ross Koppel, Penn

VIjay Kothari, Dartmouth

SHUCS

• Computer security

• Sociology

• Ethnography

• AI

• Simulation

• Psychology

And a stream of undergraduate interns
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• Observations & shadowing of users in hospitals, offices, banks, Wall St firms, 
academia, industry.

• Interviews with CSOs and Cybersec luminaries (including leaders at Google, banks, 
etc)

• Analysis of requests for access, fixes and modifications from IT offices (request logs 
> 20,000 items)

• Review of password lists
• Analysis of password notebooks/logbooks (thousands sold on Amazon) 
• Surveys on cybersec circumvention: general users and cybersec administrators
• Help desk and security logs
• Literature reviews…and our own publications and presentations N >40
• IRB approval for surveys, observations, interviews...and now Mech Turk
• Work with Intel and NSF on IoT cybersecurity
• 20 years of work with medical institutions, medical device makers, medical 

informatics association.

Sociology, Ethnography, Surveys, Log Analysis
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Answer: When I want to (and we all do it). 

Pros often more accepting of “cheating” 

When is Circumvention Justified?   
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Mental
model

Representation 
of security and 
workflow in IT

Actual 
reality

Smith and Koppel 2014

"Thought"

"Symbol" "Referent"

Ogden and Richards, 1927
This project!

≈/
≈/≈/

• Circumvention semiotics: 
mismorphisms.  

• Mappings fail to preserve structure

In Security Usability: Mismorphism
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security

tunable parameter

Δ

"uncanny valley"

Reality

S(x)#<=#S(x#+#Δ) S(x)#>#S(x#+#Δ)
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Trouble: Loss of Monotonicity



Vox Clamantis in Deserto

Uncanny descent
• timeouts
• password practices
• computerizing medical workflow

Uncanny ascent
• "qwertyqwerty"
• executive passwords

Uncanny nop
• public/internal wifi
• check diff password via hash
• deleting links, not files
• education not help

Trouble: Loss of Monotonicity
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• rectal polyps
• accidental tornado siren at 3am
• dead patient---lack of follow-up
• dead patient---extra zero?

Trouble: Loss of Continuity
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Trouble: Action at a DistanceTrouble: Action at a Distance

User's model

Admin A2's model

IT config at S2 Reality at S2

Reality at S1

Admin A1's model

Reality at S1IT config at S1

Reality

S:""D""""""R

Mental model

! S:""D"x$D'""""""R$x$R'!

S:		D	x	D'						R	g

S':		D'						R'g

S:	D'						R'	x	Rg

https://xato.net/passwords/more-top-worst-passwords/



Vox Clamantis in Deserto

• Mismatches between reality and mental models lead 
to circumvention

• Circumvention leads to significant mismatches 
between the admin’s mental models and resulting 
reality

⁃ What do we do?

⁃ How can we move from fantasy-based 
cybersecurity to evidence-based 
cybersecurity?
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Once we know the likely behavior of individuals based 
on survey data and behavioral experimentation,

Agent-based simulation can help explore the 
consequences of that behavior in organizations.

Principled simulation can help explore policies in silico 
before paying costs for poor fits in the real world.

Simulations that fail to model known group behavior 
can point to where more field work is needed.

Building Tools to Evaluate Aggregate Security 
before Deployment
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DASH Cognitive Agents

Dual process

Reactive planning

Mental models

Spreading activation
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Designed for Speed, Reuse and Customization

Re-implemented in
object-oriented 
Python

Have run millions of 
agents in DETER 
simulation
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Levenshtein measure of 
cognitive burden 

Direct + reuse measure of 
security Circumvention models 

from survey 

[Kothari et al. 15] 

55"

E.g. DASH Agent Models ("DASHwords")
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As#constraints#increase,#end.to.end#security#may#decrease#

#

[Kothari#et#al.#15,#16]#

Demonstrates Uncanny Descent
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time.com drugabuse.gov

http://www.nybooks.com/articles/archives/1996/feb/29/what-doctors-dont-tell-us/
http://www.conciergemedicinemd.com/blog/2013/11/07/october-4-1984-libby-zion-the-day-medicine-changed-forever/

drbarronlerner.com

On that fateful night, an 18-year-old woman named Libby Zion was admitted to The New York Hospital. She 
had a history of depression and was taking a drug called Nardil, an MAO inhibitor. Her diagnosis was not 
clear upon admission. The intern and resident in charge of her care had been in contact with Ms. Zion’s 
family physician. After admission, Libby Zion became more agitated. She was given the drug Demerol. 
Tragically, at that time, there was little information disseminated about a serious drug interaction between 
the antidepressant Nardil and the drug Demerol. As it turned out, this drug interaction proved deadly. After 
receiving Demerol, Miss Zion’s temperature climbed to 107 degrees, she had a cardiac arrest and she died.

S.W. Smith, CS69: Risks of the IoT to Society. Lecture, July 30 2015 Copyright 2015; all rights reserved.

The Problem of Expressing What We Want
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https://www.perio.org/consumer/perio_cardio.htm colgateprofessional.com

wikipedia

S.W. Smith, CS69: Risks of the IoT to Society. Lecture, July 30 2015 Copyright 2015; all rights reserved.The Problem of Expressing What We Want
The Problem of Expressing What We Want
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PU

 

PM 

How do we protect users from dangerous 
privacy spills?



Vox Clamantis in Deserto

Methodology

questionnaire
about

choosing a major

questionnaire
about

Facebook 
privacy

make access 
control decisions

post-study
feedback survey

make access 
control decisions

post-study
feedback survey

Control group:

Introspective group:
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Results
Implication: If you want to protect users from privacy spills, then 
⁃ educating users about privacy issues
⁃ letting them configure their own policies

will make things worse!

Post-study feedback:
⁃ In the control group, many wanted to go to Facebook and constrain 

their settings
⁃ In the introspect group,  many said they already had fine settings; 

many said they were more constrained in InnerCircle than 
Facebook

⁃ Many in the introspect group felt "if X is a friend, then I guess I'll 
share everything."  NO ONE in the control group said that.

⁃ Many in both groups liked InnerCircle better than Facebook
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Access Control Hygiene
and the Empathy Gap

in Medical IT

Sean W. Smith

Department of Computer Science
Dartmouth College

7 August 2012

Andrew 
Gettinger, MD

Yifei Wang

S.W. Smith, CS69: Risks of the IoT to Society. Lecture, July 30 2015 Copyright 2015; all rights reserved.The Problem of Expressing What We Want
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officer
user

abstract,
looking at policy GUI

subjective,
looking at patient

sequence 
of access 
scenarios

abstract,
role-based

version

"in the 
clinic"
version

C1: It is appropriate that the hospital 
privacy policy gives local addiction 
treatment programs full access to a 
patient's medical record if the patient is 
diagnosed with serious alcohol abuse.

E1: Patient Condition: Erica Brown is a 
patient diagnosed with serious alcohol abuse 
and was sent to the local addiction treatment 
program.    Your Position/Relationship with 
the Patient: You are a physician who works at 
the local addiction treatment program. Erica 
was sent to you from the hospital. You would 
like to provide some treatment for Erica.     
Statement: It is appropriate that you gain 
access to all paper and electronic records of 
Erica's full medical history at the hospital.

The Experiment
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officer
user

abstract,
looking at policy GUI

subjective,
looking at patient

sequence 
of access 
scenarios

abstract,
role-based

version

"in the 
clinic"

version

164 EMR
users from

partner 
hospital

control 
group

experimental 
group

The Experiment
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• Reasonable EMR users will make policy decisions that 
reasonable EMR users will find unduly constraining
⁃ (sometimes)

• Simply including EMR users in the policy creation 
process is not sufficient.

Results

Subjective group makes
looser judgments

Subjective 
group makes 

tighter 
judgments

Subjective,
abstract

the same
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• Improve simulations based on new data

• Automatic reasoning about the link between data and 
simulation (FARM: Find the Appropriate level of Realism for 
Modeling)

• Further explore interconnectedness of prescribed behaviors, 
user decision-making processes, and actual behaviors

• ...and impact on aggregate security

⁃ What do the curves really look like?

⁃ Can we help with evidence-based cybersecurity policy 
decisions?

Next Steps



Vox Clamantis in Deserto

Thanks!

sws@cs.dartmouth.edu
www.cs.dartmouth.edu/~sws/

Fieldwork, Observations 
Surveys, Logs 

Models of 
behavior and 

action 

Evidence-based 
cybersecurity 

and policy  
Simulation / 

DASH 

Empirical 
    Data 
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