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Background: Secure MuRarty Computation
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Motivating Questions
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State of the Art: Computational Setting

RoundComplexity

5 rounds[KO04,0RS1¢ O(1)*
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StandaraCommunicatiorModel
for MPC
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CommunicatiorModel for 2PC

Non-SimultaneousMessage Exchange Channel
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Our Results

RoundComplexity

A (3-round Impossibility):
Theredoesnot exista 3-round protocol for the two-party coin-flipping functionality.




Our Results

RoundComplexity

2PC MPC
max(4,k+1) O(1)
1 k-round NMCOM

Supposghatthereexistsa k-roundNMCOM schemethen

A (2PC) there existsa max(@, k + 1)-round protocol for securelyrealizingeverytwo-
party functionality.

The use of NMCOM is natoincidence [LPV09,GoylP11, PTV10,GLOV12]
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RoundComplexity

2PC MCF*
max(4,k+1) max(4,k+1)
L k-round NMCOM

Supposehatthereexistsa k-roundNMCOM schemethen

A (2PC) there existsa max{@, k + 1)-round protocol for securelyrealizingeverytwo-
party functionality;

A (MPC) there existsa max(@, k + 1)-round protocol for securelyrealizingthe multi-
party coinflipping functionality.
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RoundComplexity

2PC

MCF*

max(4,k+1)

max(4,k+1)

1 k-round NMCOM

Supposehatthereexistsa k-roundNMCOM schemethen

A (2PC) there existsa max@, k + 1)-round protoc

party functionality;

4 N

Four roundsare bothnecessary
and sufficientfor both the results

A (MPC) there existsa max@, k + 1)-round protd pased org-round NMCOMS
party coinflipping functionality.

[PPV08,GPR16,COSV16]
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Outline

1. Lowerbound on the twaparty coinflipping.
2. 4-round 2PC protocol.



Our Results

Theoreml. Theredoesnot exista 3-round protocol for the two-
party coin-flipping functionality

A for tossing. (log<) coins,

A with a blackboxsimulation,

A in the simultaneousnessagesxchangemodel

where<is the security parameter
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Supposethat there exists a protocol
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Our Results

Theorem2. Theredoesnot exista 4-round protocol for the two-
party coin-flipping functionality

A for tossing. (log<) coins,

A with ablackboxsimulation,

A in the simultaneousnessagexchangemodel,

A with at leastone unidirectional round.
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Theorem2. Theredoesnot exista 4-round protocol for the two-
party coin-flipping functionality
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Our Approach for 2PC

5-round [KOO04:




Our Approach for 2PC

4-round attempt:




Our Approach for 2PC

Must usethe simultaneous message exchange channel in each
round;
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Our Approach for 2PC
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max(4, k+ 1}round 2PC protocols

Theorem 3.

TDP+ k-round (paralle)NMCOMC max(4, k + 1)round 2PCprotocol

A with blackbox simulation,

A in the presence of a
malicious adversary,

A in the simultaneous
message exchange model.
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Garble Circuit Construction [Yao80]

Boolean Circuit C Garbled Circuit GC
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Garble Circuit Construction [Yao80]

Boolean Circuit C Garbled Circuit GC
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Pairs ofe-bit keys
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SemiHonestSecure 2PC

(S —

. Clx
, —1
LC;Cyjfz,b) Zi?baGCyﬂfi,bﬂfi:b

zg:b — {0,1}*, Zih = fz‘:b(zz{?b)a Zi b
- / ll 9
Zi,1—b = %5 1—b
Wi
<€ i Wip=Zip® H(f, (zip)

Zzs: —Wzm EBH(Z“‘?)

v = EvalGC(GCy, Z; ,)
where v = C(z, y)

i e {0,1}*,b € {0,1}



SemiHonestSecure 2PC
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Our 2PC Protocol
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Our 2PC Protocol
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Our 2PC Protocol
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Our 2PC Protocol
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