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* Motivation + Oblivious RAM (ORAM) primer
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Oblivious RAM (ORAM) [Goldreich-Ostrovsky’96]
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ORAM security definition

* Access is 3 tuple: (op = Read/write, address, data)

* Consider access sequences A and A’
A = [ (op,, address,, data,),  (op,, address,, data,), ... ]
A’ =[ (op,, address,’, data,’), (op,’, address,’, data,’), ... ]

o If [A] == |A]
then ORAM(A) ~ ORAM(A’)



Path ORAM [CCS’13]
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Block assigned to random path.
Block lives on that path.

|[ A, 2] Off-chip
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Path ORAM Access:
Read+write the path the block is assigned to.



Path ORAM Access:
Read+write the path the block is assigned to.
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Typically, 4 slots per bucket “Z=4"
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Off-chip

Too big!



Map recursion [Shi et al., 11]
PosMap OR m PosMap ORAM 2

Op‘chip
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Map recursion [Shietal., 11]

On-chip

PosMap

PosMap PosMap

Data ORAM ORAM 1 ORAM 2
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Path ORAM summary

Blocks assigned to paths.

Access block: Read+write path.

. 2 3 4 |Adversary sees: random paths.




ORAM in Hardware



First ORAM

i silicon Ascend in silicon

* Collaboration with David Wentzlaff’s group @ Princeton




First silicon fully functional
@ 500 MHz & .9V
Design (Verilog)
Open Source



Blocks must live

on assigned path or in stash.

Can overflow |
Off-chip
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Blocks must live
on assigned path or in stash.

Nff.~hin

Bottleneck in prior work [Maas et al. ‘13]
Causes 3 X avg. slowdown on SPEC.
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Bit blasted stash eviction [Fccwm’15)

Bit vectors

Can be pipelined l

EVICt’ cc

def evict(Path, ., Path
t, = Path

occ):

evict’

block @ I:)athevict EViCt()
t, = bit_reverse( ( (t;,A—t,)—1) A ~occ) circuit
ret bit_reverse(t,A-t,) l
occ’

= greatest common prefix



Simple design, no performance bottleneck.




Integrity protection for ORAM

¥
!
’ "
| I i | ; | {
o o e 31
1l )
2l b
\ {5
-
i glCicIct | % - gicis CIC { :
- T e — — — _F_.l.;_.‘ = A
HH '
| et -
- cee
| . K | ‘ ‘ | { //w
[ |- 4

Cache miss
—

T

Overlay Hash tree

C ) 26




ORAM logic Bl Test harness SHA-3

" One SHA-3 unit
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Cheap Integrity Scheme [ASPLOS’15]

* Per-block MAC
{Block data, Hash(Block data, Block addr, counter)}

*Good: Hash 1 block, NOT path
*Bad: Need to store counters on-chip

Replace entries in map with counters!
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Want: Path P = PosMap|[A] MAC,(Counter|| A" || data)
rforA” + 1

nter for A’

Algorithm: A

PosMap Data
PosMap ORAM 1 ORAM

_E____)Aock A’
: I ﬁ

1 [ e——— P
n —[ Counter P” dioce i P Block

..... ’ (A, D)

g
On-chip PosMap \

(root of trust)
Problem: |C| > |P] k}

More schemes [ \j

to get |C| < |P] Integrity checks

Ntegrity Checks




Cheap Integrity Scheme [ASPLOS’15]

Result:

Hashing decreased by 68 X, simple design
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i} ORAM randomizes data layout.
Computer architecture assumes data locality.
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#H Row misses:

~ tree height
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tree height
subtree height
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Row misses:

60% overhead = 13% overhead
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2 DRAM channels, In-order core,

Slowdown vs. ,
2-level cache hierarchy, 1 MByte last-level cache

Insecure ORAM = 1208 cycles / tree lookup
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Demo



Backup



