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Programming (configuring) etworks Is error-prone
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China routing snafu briefly mangles ii
Cockup, not conspiracy
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Bad routing information sourced from China has disrupled the nternet for the ss

Glabal BGP (Border Gatewsy Routng) kioki tabkes sucked in 6ata fom & smal
Talacommunication. apparanty accicantaly broadcsst by stae-owned carer G
Telacommunicatians, IBE reaeels. 150 mchiding ATAT, France Telom, Laveld)
Qwest and Telefanica sooepted il-hought cul trafSic routes == a result of the ing}

BUF 5 6 cara routing protacel which maps opticns *or the best avallabie mutes §
the net. Several routing options are normally included. The China BGP incident i
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netwean Londen and Parts.
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Internet-Wide
Catastrophe—Last Year
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One year ago today TTMet in Turkey (AS9121) pretended to be the ent
Internet. And unfortunately for the rest of the Internet, many large
network providers believed them (or at least believed them in part). As
far as anyone knows, it was a mistake, not a malicious act. But the
consequences were far from benign: for several hours a large number

« Pravious Stary 1able to reach a large number of Internet sites.
te can take a look at what happened, and wheth
1 the intervening time.

worning 2004, TTNet (AS9121) started announcif
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YouTube/Pakistan incident: Could some
your site?

Configuring BGP properly is key to avoidance,
says

0609

By Carolyn Duffy Marsan
Metwork World | Mar 10, 2008 1:00 AM PT

In light of Pakistan Telecom/YouTube incident, lnternet registry officialy
your web site victimized by such an attack.

When Pakistan Telecom blocked YouTube's traffic one Sunday evenin
international incident that wreaked havoe on the popular video site ft

RIPE MCC, the European registry for Internet addresses, has conducte
during Pakistan Telecom's hijacking of YouTube's traffic and the steps
attack.

We posed some questions to RIPE NCC's Chief Scientist Daniel Karrenl
Here's what he had to say:

How frequently do hijacking incidents like the Pakistan Telecom/}

Misconfigurations of iBGP (internal BGP, the protocol used between th
Autonomous System) happen regularly and are usually the result of al
misconfiguration caused the Pakistan Telecom/YouTube incident. Ita
Telecom/YouTube incident was not an "attack” as some have labeled

What is significant about the YouTube incident?

npxliwwa thousandeyes. com) Product  Sokmiors  Customees (MRS i

Rosouces

About  Login diasiiage. cypscom)  (hsonl/ww somisenrch)

540 UD Tes0z iy comisianug)

- Biog Home ()

"8 Time Warner Cable Outage Causes Widespread Routing and DNS
Impacts

Postod by Bete Anders 00 houss fathoeDetd o August 28, 200

By now 3 It of you have probably read about the Time Wamer Cable (TWC) outage on August 27th, Yesterday
morming | wes greeted with & slew of alarms, names thet wouldnt resolve, websites that woukdn't load end
hame office employees without any Internct access. It hadn't hit the news yet. but | could sense that a majar
outage was occurming and guickly 0pened up the ThousandEyes piatform 1o get 3 handée on the situation

Time Warmner Outage
The alens started coming in a litthe betore 930 UTC {5:30 Eastern). | observad several different issues Including
inaccessible websites, DNS names faiing to resolve. BGP reachability issues and agents losing access to the

Internet. Companies that peer with Time Warner experienced degraded HTTP availabiity, affecting critical
services such as supply chain portas (Figure 1)
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| could see right away that users and networks that connect through Time Warner were unable to reach the
supply chain portal, indicating the issue was in the Time Warner netwark. In this case. 'd expect to see a brief
service Interruption while all the traffic re-routed through thelr ather upstream ISP ATET. However, the
avaability issues continued for the entire duration of the outage. 1 was surprised to still see issues, 50 1100k 8
loak at the path visualization view to figure out exactly where traffic was getting dropped on the way 1o this site.

Normally, twe locations {Tokyo and Dallas) transit Road Runnar {Time Wamar) to reach this supply chain portal,
while the rest go through ATET (Figure 2)




Programming (configuring) networks Is errgrone

Unresolved Errors
3%

Power Errors
9%

Human Error

Hardware Errors 62%

10%

Telco Errors
16%

60% of network downtime is
caused by human error

-Yankee group 2002

Planned Maintenance

Unplanned

Events

50-80% of outages are the
result of human error

-Juniper 2008



Network programming journey

Distributed Centralized
programming programming

Distributed + Resilience + Resilience

control plane b Programmabillity + Programmability

Control plane + Programmability

Centralized < ( b Resilience

Network verification



Programming distributed control planes is hard

Network-wide policies Routerlevel mechanisms

Prefer one neighbor over another Set consistent, pelink preferences
52y Q0 dzaS Yé ySiug2N] I a ( Nbgicéoring routing info

Keep traffic within a region Program import and export filters

Aggregate prefixes externally based on various route attributes




Propane: Centrally programming
distributed control planes

A languagefor expressing A compilerthat configures
of network-level objectives router-level mechanisms
A Path constraints andelative A Configurations ar@olicy

preferenceqfallbacks) compliant under all failures



Example#l: A backbonenetwork

a blocka t S SNEIOCKG t S S NJ?I

Goas _ define notransit= {rue =>not transit({Peerl, Peer2})}
A Notransit betweenpeers define preference={true =>exit (R2>R1Reerl, Peer2})}
A Prefer R2 > R1 > Peer{1,2}| define ownership= {16.4.0.0/16=>endCus}}

A LimitCustto 16.4.0.0/16 define main=notransitand preferenceand ownership




Example#2: A data center network

Goals
A Keep local prefixes internal
A Aggregate global prefixes as PG

_—

Attempt #1
w52y Qi SELR2NI TN
wAggregate externally 3G
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Example#2: A data center network

Goals m
—_—

A Keep local prefixes internal
A Aggregate global prefixes as PG

Attempt #1
w52y Qi SELRZNI FTNRY DI
wAggregate externally 3G

PGl PG2 PL1 PL2

Global Local
Services Services



Example#2: A data center network

Goals
A Keeplocalprefixesinternal
A Aggregateglobalprefixesas PG

Attempt #2

w52y Qi SELR2NI TN
wAggregate externally 3G

» Valleyfree routing
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Example#2: A data center network

Goals
A Keeplocalprefixesinternal
A Aggregateglobalprefixesas PG

Attempt #2
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Example#2: A data center network

Goals
A Keeplocalprefixesinternal

A Aggregateglobalprefixesas PG

blackholed|

Attempt #2
w52y Qi SELR2NI TN
wAggregate externally &3G
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P2Y D22
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wX, Y block routes through the othe

PGl PG2
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Example#2: A data center network

Goals m
._’\/v

A Keeplocalprefixesinternal

A Aggregateglobalprefixesas PG X \ ‘ Yy
\

/define ownership={PG1=>endA),

C D G H

PG2=>endB),

PL1=>endE),

PL2=>endF)} A B = i
definelocality={ {PL1, PLZ>alwaygin)} PGl PG2 PL1 PL2
control {aggregat¢PG in -> out)} Global Local

Kdefine main = routingand locality / Services Services




Propane compiler

Propane Front End Constraint Language

RegulaiR Regular Expressidmsed IR

Topology  ammg Productgraph Failureanalyses

AbstractBGP Vendorindependent BGP

Juniper Vendorconfigurations



Propane Regular IR

Regular

Step 1: Combine modular constraints IR

Prefixby-prefix intersection of constraints

/define ownership={PG1=>endA),
PG2=>endB),
PL1=>endE),
PL2=>endF)}

~

definelocality={ {PL1, PLZ}>alwaygin)}

control {aggregat€¢PG in -> out)}
\define main = routingand locality

/

end(A)
end(B)

always (in )and end(E)
always (in )and end(F)




Propane Regular IR

Step 2: Expand constraints in to regular expressions

: Regular
any =out *. Int.out * IR
end( X) = (E*. X)
always (X) = (X)*
exit X) =(out*.in*. (X 2z ijn).out +) |
(out*.in+. (X 2z ojut).out*)

start (X)= ( X. E*)
avoid (X) = (IX)*
waypoint (X)= (E*. X. E*)

Step 3: Reduced syntax
true => A.(X >>Y). out *

true=>( AX. out*)>>( A.Y. out ¥



PG construction An Example

Product
graph

Policy: (W.A.C.D. out) >> (W.B.in +. out)



PGconstruction: An Example

Product
graph

Policy: (W.A.C.D. out) >> (W.B.in +. out)



PG constructionReversedolicy automata

Q)
: g
&
out
(W.A.C.D. out) Q 0 e a 0 @

ACDE B

(W.B.in +. out ) OUtn é‘a

ACDE




PG construction: Graph generation




PG construction: Graph generation

(W.A.C.[Dout) >>(W.Bin+.out)

out D

C A ___W
O02020,0,0,0

ACDE B

out _ "M AN n AW
050560020

ACDE




PGconstruction: minimization (loop analysis)




Compilation toABGP

Abstract

BGP

ldea 1: Restrict advertisements to PG edges

«Encode PG state in community tag
wdncoming edges import filters
«Outgoing edges export filters

!

Let BGP findome allowed path dynamically




Compilation toBGP
Abstract
BGP




Compilation toBGP

A better path exists in the
network, but is not used!




Compilation toBGP

ldea 2: Synthesize local preferences

oDirect BGP towards best path
olUnder all combinations déilures

1

Let BGP findhe best allowed path dynamically




Compilation toBGP

Router A
match peer=C comm=(3,2)
export LISSNH 2 =

O2YYHON

P HU X




Compilation toBGP

Router A
match peer=C comm=(3,2)
exportLISSNH 23 O2YYHONEHO X

Router B
match peer=C
export LISSNKH2 3 (BRYYHO




Compilation toBGP

Router A
match peer=C comm=(3,2)
exportLISSNH 23 O2YYHOnN
O2YYH Y2SELRNIZ

Router B
match peer=C
export LISSNKH2 3 (BRYYHO
O2YYHY 2SELR2NI =

P HU X
a9 5 HY-N

A95HY M




Compilation toBGP

Router A
match peer=C comm=(3,2)
exportLISSNH 23 O2YYHONEHO X
O2YYH Y2SELRNIZI|a95wyn

Router B
match peer=C
export LISSNK 23 (BRYYHO
O2YYHY2SELRZNISEZ 495HY M

Router D
match regex=(X +Y)
exportpeer YC, commY( 2, 2)




Compilation toBGP

Router A
match peer=C comm=(3,2)
exportLISSNH 23 O2YYHONEHO X
O2YYH Y2SELRNIZI|a95wyn

Router B
match peer=C
export LISSNK 23 (BRYYHO
O2YYHY2SELRZNISEZ 495HY M

Router D
match regex=(X +Y)
exportpeer YC, commY( 2, 2)




Compilation toBGP

But there

l could be a
failure!

12} 1}

Highest preference
obtainable here

Router A
match peer=C comm=(3,2)
exportLISSNH 23 O2YYHOnN
O2YYH Y2SELRNIZ

Router B
match peer=C
export LISSNKH2 3 (BRYYHO
O2YYHY2SELRNIZ i

Router D
match regex=(X +Y)

exportpeer YC, commyY( 2

P HU X
a9 5 HY-N

A 95 HY M

, 2)




Compilation toBGP

Router A
match peer=C comm=(3,2)
exportLISSNH 23 O2YYHONEHO X
O2YYH Y2SELRNIZI|a95wyn

Router B
match peer=C
export LISSNK 23 (BRYYHO
O2YYHY2SELRZNISEZ 495HY M

Router D
match regex=(X +Y)
exportpeer YC, commY( 2, 2)




Compilation toBGP

Safe to
prefer D

Router A
match peer=C comm=(3,2)

exportLISSNH 23 O2YYHOnN
O2YYH Y2SELRNIZ
Router B
match peer=C
export LISSNKH2 3 (BRYYHO
O2YYHY2SELRNIZ i
Router C
match[lp=99] peer=E, comm=(-,2)
exportpeer YB, ¢&2)mmY(
_, match[Ip=100] peer=D, comm=(2,2) |
exportpeer YA, B, cComm
Router D
match regex=(X +Y)
exportpeer YC, commY( 2

P HU X
a9 5 HY-N

A 95 HY M

(3,2)

, 2)




Propane compiler implementation

Propane
Efficient graph algorithms
I Minimization RegulaiR
I Fallure safety

I Aggregatiorblackholes

Configminimization

AbstractBGP

5500 LoC (F#)

Juniper




Avg. Time / Prefix (s)

Evaluation on Microsoft network policies

15 f ! ’03‘45 ‘ ! !
1 Gen/Min ABGP | ~ 1 Gen/Min ABGP |
[ 1 Find Preferences q>__< 35_. 1 Find Preferences| &7/ |
10! 1 Minimize PG : E 1 Minimize PG /
I Construct PG O 5g||= Construct PG | /7
o5 £15
— | | |
: | o 5 N T—
0l — ; I —
200 600 1000 1400 O 40 80 120 160 200
Routers Routers
Data center networks Backbone networks
A 31 lines of Propane A 43 lines of Propane

A 9 mins for 1400 routers A 3 mins for 200 routers



Summary

Centralized programming G Resilientand programmable
distributed controlplanes ‘ networks

GenerateBGRconfigurations fromhighlevelpolicies

using aproduct graph abstractiorof control plane

Propane

github.com/rabecketipropane



