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First Computer Science Code of 
Ethics? [1942]

1. A robot may not injure a human being or, through 
inaction, allow a human being to come to harm

2. A robot must obey the orders given to it by human beings, 
except where such orders would conflict with the First Law

3. A robot must protect its own existence as long as such 
protection does not conflict with the First or Second Laws

are robots then bound by the Hippocratic oath?
are drones robots?

and the people (computer scientist!!) who design them?





Lethal Autonomous Robotics (LARs)



Lethal Autonomous Robotics (LARs)

John Kaag, NYT March 17, 2013



Lethal Autonomous Robotics (LARs)

UN Human Rights council April 9, 2013



Lethal Autonomous Robotics (LARs)





Ethics is not new...
Philosophers have been arguing since days of yonder

http://www.ecobuildtrends.com/2012/03/perspectives-seeing-whole-elephant.html

We need practical guidelines (rather than arguments 
between consequentialism and deontology)

http://www.ecobuildtrends.com/2012/03/perspectives-seeing-whole-elephant.html
http://www.ecobuildtrends.com/2012/03/perspectives-seeing-whole-elephant.html


ACM’s Code of Ethics
General Moral Imperatives

Contribute to society and human well-being
what about working for defense?
Avoid harm to others
Consider all potential impacts?

Thanks E. Barr

Be fair and take action not to discriminate

not tolerate own society until discrimination-free utopia is a 
reality? work to equalize wealth and eliminate poverty? 
Honor property rights including copyrights and patent
stop coding? copyrights national, ACM international



ACM’s Code of Ethics
More Specific Professional Responsibilities

Know and respect the existing laws pertaining to professional work

Feasible?  There is more:
Violation of a law or regulation may be ethical... If one decides to 
violate a law... one must fully accept responsibility for one’s 
actions and for the consequences

you are on your own? [why bother with this text??]

Thanks E. Barr

Give comprehensive and thorough evaluations of computer 
systems and their impacts, including analysis of possible risks

As in “do your job well”? Or exhortation? Part of code of ethics?



ACM’s Code of Ethics
More Specific Professional Responsibilities

Honor Contracts, agreements, and assigned responsibilities

Why in code?  What if inconsistent with other clauses? As 
the mutually inconsistent:

...a responsibility to request a change in any assignment that he 
or she feels cannot be completed as defined.

an imperative to second guess?  No... wait!

Thanks E. Barr

a judgment... may not be accepted... regardless of the decision, 
one must accept the responsibility for the consequences.
However, preforming assignments `against ones’s own judgement’ 
does not relieve the professional responsibility...

WE are going to sit back, see what the outcome was and 
hold YOU responsible in any case



ACM’s Code of Ethics
Compliance with the Code 

(in case you wondered)

As an ACM member I will
1. uphold and promote the principle of this code
2. treat violations of this code as inconsistent 

with membership in the ACM



But Ethics doesn’t sell...
Perhaps data privacy 

does!











Why care about data?
Crosses space and time boundaries unlike most other “things”

cultural and ethical norms
which applies while “in transit”?

Unintended consequences
sources can be merged
yet utility should be maintained (or not?)

Hard to gauge what can/will be inferred from it
“advances” in techniques/technology may render the 
safe unsafe
cyberattack prone



        

That data will decay
That people will read privacy policies
The organizations will follow own 
privacy policies
And do the right thing(s)
I have other dreams. Some concerning 
what policy writers should do !

My Dream...
http://blog.ctreal.com/blog/planning-for-my-dream-connecticut-home/ 



         What does it have to 
do with CS?

(In as much as possible) WE should
Make sure policies are consistent
Enforceable
Find their intersection
Develop methods to make them feasible
Allow for accountability in data disclosure 
(including real-time detection)
Guarantee ethical data sharing across 
borders



Healthcare Policy (ex)

10-144 V
11/10

Understanding Your Health Record/Information
Each time you visit The Everett Clinic, a record of your visit 

is made.  Generally, this includes your symptoms, the 
examination, tests results, diagnosis(es), treatment, and plan of 
care or follow up.  This information is referred to as your health or 
medical record and serves as:

■	 The basis for planning your care, treatment, and follow up. 
■	 A means of communication among all members of the 

healthcare professionals who contribute to your care. 
■	 A legal document describing the care you have received. 
■	 A means by which you or a third-party payor may verify 

the care being billed has actually been provided. 
■	 A tool to educate Everett Clinic health care providers. 
■	 A potential resource for medical research data. 
■	 A source of information for public health officials, who 

are responsible for improving the health of the nation. 
■	 A resource for marketing and planning by The Everett Clinic. 
■	 A tool for assessing and improving the care rendered 

by The Everett Clinic on a continuous basis. 
■	 A tool to review and improve outcomes achieved 

by The Everett Clinic healthcare team.

Understanding what is in your health record and how this 
information is used will assist you to:
■	 Ensure its accuracy. 
■	 Better understand who, what, when, where, and why, others may 

access your health information contained in your medical record. 
■	 Aid you in making informed decisions when 

authorizing disclosures to others.

Your Health Information Rights:
Your health record is the physical property of The Everett Clinic; 
however, the information contained in it belongs to you. You have 
the right to:

■	 Request a restriction on certain uses or disclosures of 
your information as provided by CFR 45 164.522 (a).  

■	 Obtain a paper copy of this notice of 
information practices upon request. 

■	 Inspect and have a copy of your medical 
record as provided by 164.524. 

■	 Amend and/or have a “statement of disagreement” placed 
in your medical record as provided by 45 CFR 164.528 and 
the Washington State Uniform Health Care Information Act. 

■	 Obtain an accounting of disclosures of your health information 
outside the scope of normal healthcare operations as 
provided by CFR 45 164.528 as of April 14, 2003. 

■	 Request communications of your health information 
by alternative means or at alternative sites. 

■	 Revoke your authorization to use or disclose health 
information except to the extent that action has already 
been taken.  At the time you sign The Everett Clinic 
“Authorization to Disclose Health Information” form, 
please request a copy for the “Notice of Cancellation.”

everettclinic.com

Our Responsibilities: 
The Everett Clinic is required by law to:
■	 Maintain the privacy of your health information.
■	 Provide you with a notice as to our legal duties and 

privacy practices with respect to the information 
we collect and maintain about you. 

■	 Abide by the terms contained within this notice. 
■	 Notify you if we are unable to accept your request for 

limiting or restricting certain uses and disclosures. 
■	 Accommodate reasonable requests you may have for 

communication of your health information through 
alternative means and/or alternative locations.

*We reserve the right to change or modify our practices and to 
make new provisions effective for all protected health information 
(PHI) we maintain.  Should our practices change, we will post the 
revisions at all clinic locations, publish the changes in our quarterly 
newsletter and on our website. We will not use or disclosure your PHI 
without your authorization, except as described in this notice.

Communication with Family Members:
The Everett Clinic health care professionals, using their best 
judgment, may disclose to a family member, other relative, close 
personal friend or any other person you identify, health care 
information relevant to that person’s involvement in your care or 
payment related to your care. 

For More Information or To Report a Problem:
If you have questions or would like additional information, you 
may contact the Corporate Compliance Officer for The Everett 
Clinic—Janneen Lambert at 425-258-3906;  
or the Manager of Medical Records at 425-339-5426.

If you believe your privacy rights have been violated, you can file 
a complaint with one of the above individuals or with the local 
Department of Health and Social Services.  There will be no 
retaliation or penalty for filing a complaint.

Notice of Health Information Practices for The Everett Clinic 

Policy Summary 
Please read carefully.  This notice describes how information 
about you may be used and disclosed, and how you can 
get access to this information.  Effective April 14, 2003.  
Updated August 1, 2010.  

Please visit everettclinic.com for a  
copy of the complete policy.



What’s Wrong with This Picture?

Who are “health Clinic Professionals”?
What is “best judgment”?
What if I identify nobody? 
Any information to anybody identified?
Vacuity checking doesn’t hurt... 
(but who reads this anyway?)

The Clinic health professionals, using their best judgment,  may disclose to a 
family member, other relative, close personal friend or any other person you 
identify, health care information relevant to that person’s involvement in your 
care or payment related to your care.



The new EU proposal
The European Commission will 
strengthen individuals’ right to be 
forgotten
meaning that if you no longer want 
your data to be processed, and there is 
no legitimate reason for a company to 
keep it, the data shall be deleted

Thanks G. Petronella



Examples - 
“Rovio retains the collected data for 
the period necessary to fulfill the 
purposes outlined in this Privacy Policy 
unless a longer retention period is 
required or permitted by law.”
“Thereafter Rovio deletes all 
aforementioned data in its possession 
within a reasonable timeframe”

Thanks G. Petronella
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Examples - 

“sometimes, you will have a 
choice whether or not to provide 
information”
consistent with “when your 
consent is required, you must be 
asked to give it explicitly” (new EU 
regulation proposal)???

Thanks G. Petronella
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Examples - 
“most major browsers offer choices for 
whether and how you might receive future 
cookies and for deleting cookies already on 
your machine”
(So, opt-out)
too bad that the EU law requires websites to 
gain consent from visitors to store or receive 
any information on a computer or any other 
web connected devices (including cookies!)

Thanks G. Petronella
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Examples -
Have you noticed this lately?

Thanks G. Petronella



On Privacy Self-Management 
(Solove, May 2013)

Although privacy self-management is certainly a laudable and necessary 
component of any regulatory regime, I contend that it is being tasked with 
doing work beyond its capabilities. Privacy self-management does not 
provide people with meaningful control over their data.  First, empirical 
and social science research demonstrates that there are severe cognitive 
problems that undermine privacy self-management. These cognitive 
problems impair individuals’ ability to make informed, rational choices 
about the costs and benefits of consenting to the collection, use, and 
disclosure of their personal data.



On Privacy Self-Management 
(Solove, May 2013)

Second, and more troubling, even well-informed and rational individuals cannot 
appropriately self-manage their privacy due to several structural problems.  
There are too many entities collecting and using personal data to make it 
feasible for people to manage their privacy separately with each entity.  
Moreover, many privacy harms are the result of an aggregation of pieces of data 
over a period of time by different entities. It is virtually impossible for people to 
weigh the cost and benefits of revealing information or permitting its use 
transfer without an understanding of the potential downstream uses, further 
limiting the effectiveness of the privacy self-management framework. 



On Privacy Self-Management 
(Solove, May 2013)

In addition, privacy self-management addresses privacy in a series of isolated 
transactions guided by particular individuals. Privacy costs and benefits, 
however, are more appropriately assessed cumulatively and holistically – not 
merely at the individual level.



Privacy Self-Management?
E.g., CA “Right to Know Act of 2013” (AB1291), 
requires:

disclosure of all PII a company retains
disclosure of all PII a company discloses to 3rd 
party
accounting of retention and disclosure of PII to 
individuals annually 

EU requires explicit consent and is more restrictive 
on data collection/use/disclosure/transfer, while 
US is basically ”okay unless clearly illegal”



 (Break?) The 
Glass

tracks eye movement (no 
active permission)
what if you don’t want to 
be the “bad” guy?
what if you lose glasses?

(Google complies with 
overwhelming # of 

government requests on PII)



The Death of Privacy?
Will “aid repressive autocracies in 
targeting their citizens” however...
“will be a gift to open governments in 
responding to their citizen and 
customer concerns” [Schmidt & Cohen]
(Did I mention James Rosen?)
(Or George Orwell?)



Take Home
CT is ever evolving, and so should be 
relevant code of ethics
Data is being shared across borders and 
current regulations/directives/policies/
codes fail to capture the complexity 
involved
Even if they did, ethical, privacy-
preserving, accoutability-enabled, 
treatment of data requires solutions to 
numerous technical problems

http://www.learningradiology.com/



Challenges
Sanitization VS utility
Policies: specifications; enforcement; 
consistency; conjunction
What to do when things don’t match (AI 
to the rescue?)
Data destruction
In-Design Privacy/Accountability (Ethics 
intentionally excluded!)

http://www.learningradiology.com/


