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Introduction Contrary to analysts’ forecasts we
heard some years ago, PKI (public key infrastruc-
ture) has not become a widespread technology yet.
An important reason for this is the insufficient us-
ability PKI-enabled applications are often blamed
for [11]. Users’ behavior has turned out to be the
biggest risk in security software [10], so usability
issues deserve closer attention.

Research in the field of usability of security appli-
cations has so far focused on the usage of passwords
since they are a common security mechanism (see
e.g. [6,8] for a survey). The growing importance of
PKI requires further efforts since there are peculiar-
ities calling for special treatment.

PKI Peculiarities As Davis [2] points out, users
have to pay a certain price for the technological ben-
efits of public-key compared to symmetric-key cryp-
tography. Systems using public-key cryptography
transfer responsibilities to the users that are other-
wise being centrally handled by a server or adminis-
trator. Among these burdens are the management
of keys, certificates, and status information.

Flawed assumptions about the technology, con-
cerning e.g. the unambiguousness of names, the ex-
istence of a global certificate directory, the con-
nection of PKI islands, or revocation management,
make PKI hard to handle in practice, too [3,7].

Whitten and Tygar [11] identify five properties
which are characteristic for security software in gen-
eral and PKI-enabled applications in particular.
Two of them, namely the abstraction and lack of
feedback property, are of special importance due to
the high PKI-inherent complexity. Both software
engineers and end-users have to cope with this dif-
ficulty, e.g. when designing security mechanisms or
working with the user interface (UI).

It is often postulated that security mechanisms
should try to infer users’ goals and the correspond-
ing security implications from their actions in order
to work seamlessly [5]. This may be possible with
PKI as long as a binary “security on/off” status is
tolerable1, but it is not really user-friendly in gen-
eral. There are situations where user interaction
cannot be avoided, e.g. when importing a new CA
certificate and verifying its fingerprint. Technology
can support the user to some extent (more than it
does today!), but not a hundred percent.

Another common postulate is that security mech-
anisms should be aligned with the tasks a user
wants to get done with the application [8]. This is
impossible where PKI sticks to the end-to-end secu-
rity paradigm: Textbook secure email or certificate-
based web authentication do not allow forwarding

1E.g. in high security environments where the system pre-
vents any insecure communication.

encrypted email to a vacation replacement or del-
egating credentials (the latter issue is addressed
in [4]).

Conclusions Software engineers as well as UI de-
signers have to realize that, in general, PKI solu-
tions which never bother the user are an illusion
and that security decisions an application demands
from the user are not “errors” as a lot of today’s
COTS clients suggest (cf. [7] for the case of SSL).

It is also important to notice that the UI can only
reflect the underlying technical concepts of the soft-
ware, so problems have to be addressed on both
layers. A generic framework to comprehensively
evaluate usability and utility of PKI-enabled ap-
plications, which can also serve as a requirements
specification for application designers, is presented
in [9]. This paper grew out of a usability study
to evaluate how applications2 can be secured using
PKI [1] which we carried out by the order of Mi-
crosoft Deutschland GmbH in 2003.
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