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A li ti d l f i ti f tiA more realistic model of incentives for routingA more realistic model of incentives for routing
R t h t ( i li ) d th th b t t th k t dRouters share routes (signaling) and then use the best route they know to send 
data to a destination (forwarding). These actions are not coupled, allowingdata to a destination (forwarding).  These actions are not coupled, allowing 
routers to falsely signal routes if this benefits themrouters to falsely signal routes if this benefits them. 

ApproachApproach

We formally model the decoupling ofWe formally model the decoupling of 
f di f i li d h th tforwarding from signaling and show that 
natural sufficient conditions for good g
signaling behavior also guarantee acyclicsignaling behavior also guarantee acyclic 
forwarding However these do notforwarding.  However, these do not 

t t thf l i liguarantee truthful signaling.

W th l diti th t tWe then explore conditions that guarantee 
A t ’ tilit t d d t lrouters do not have an incentive to lie in A router’s utility may not depend not only 

signaling and the role of other conditions on path selected (blue) but also on traffic signaling and the role of other conditions 
that have proved important for related

p ( )
carried, so the router may benefit bythat have proved important for related 

bl
carried, so the router may benefit by 

falsely signaling a different route (red)problems. falsely signaling a different route (red)

Approach and ImpactApproach and Impact
N hNew approach Research Impactpp p
• Model real-world decoupling of forwarding • Shifts static and dynamic models ofp g g
from signaling

Shifts static and dynamic models of 
routing to more realistic perspectivefrom signaling routing to more realistic perspective

• Study utility functions that depend on • Positive and negative results aboutStudy utility functions that depend on 
signaling and not just forwarding

• Positive and negative results about 
dishonest signalingsignaling and not just forwarding dishonest signaling

Technical DescriptionTechnical Description
• We extend the classic Stable Paths Problem (SPP) to a framework (FS-SPP) that• We extend the classic Stable Paths Problem (SPP) to a framework (FS-SPP) that 
decouples forwarding from signaling Nodes (Autonomous Systems) have forwardingdecouples forwarding from signaling.  Nodes (Autonomous Systems) have forwarding 
preferences and separate signaling preferences for each of their neighbors.p p g g p g
• We also extend a networking game so that each node’s utility depends not only on theWe also extend a networking game so that each node s utility depends not only on the 
routes it selects for forwarding but also (in a variety of ways) on the other nodes that routeroutes it selects for forwarding, but also (in a variety of ways) on the other nodes that route 
th h it W i l d th t ti l f filt i t b t t i ti ( i lthrough it.  We include the potential for filtering to be a non-strategic action (as in real-
world routing) and study the effects of different filtering restrictions on this game.g) y g g

ResultsResults
M difi d G R f d t i t t

2d 2 has incentive to 
• Modified Gao-Rexford constraints guarantee 2 21d signal 21d to 3 

instead of 2d stable signaling and acyclic forwarding, but not instead of 2d g g y g,
that these matchd 3 321d that these match
• In a network with only next hop routing policies

d 3 321d
31d • In a network with only next-hop routing policies, 

t t il t ll t t t i ll t
312d

routers cannot unilaterally act strategically to 1d1 prefers to 
i l 1d t 3 1

force the network to switch from one solution to a 12d Customer Providersignal 1d to 3 
instead of 12d

1

more preferred solution
instead of 12d

more preferred solution
• Examples sharpen boundary between• Examples sharpen boundary between 
i ti tibl t d th th t

Unique signaling solution italicized, 
incentive-compatible systems and those that but data from 3 forwarded along 32d
aren’t
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