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ABSTRACT

Preserving individual privacy while enabling collaborative data
sharing is crucial for organizations. Synthetic data generation is
one solution, producing artificial data that mirrors the statistical
properties of private data. While numerous techniques have been
devised under differential privacy, they predominantly assume data
is centralized. However, data is often distributed across multiple
clients in a federated manner. In this work, we initiate the study of
federated synthetic tabular data generation. Building upon a SOTA
central method known as AIM, we present DistAIM and FLAIM. We
first show that it is straightforward to distribute AIM, extending a
recent approach based on secure multi-party computation which
necessitates additional overhead, making it less suited to federated
scenarios. We then demonstrate that naively federating AIM can
lead to substantial degradation in utility under the presence of
heterogeneity. To mitigate both issues, we propose an augmented
FLAIM approach that maintains a private proxy of heterogeneity.
We simulate our methods across a range of benchmark datasets
under different degrees of heterogeneity and show we can improve
utility while reducing overhead.
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1 INTRODUCTION

Modern computational applications are predicated on the availabil-
ity of significant volumes of high-quality data. Increasingly, such
data is not freely available: it may not be collected in the volume
needed, and may be subject to privacy concerns. Recent regulations
such as the General Data Protection Regulation (GDPR) restrict
the extent to which data collected for a specific purpose may be
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processed for some other goal. The aim of synthetic data generation
(SDQ) is to solve this problem by allowing the creation of realistic
artificial data that shares the same structure and statistical proper-
ties as the original data source. SDG is an active area of research,
offering the potential for organisations to share useful datasets
while protecting the privacy of individuals [2, 36, 50].

SDG methods fall into two categories: deep learning [15, 25, 53]
and statistical models [55, 56]. Nevertheless, without strict privacy
measures in place, it is possible for SDG models to leak informa-
tion about the data it was trained on [19, 38, 46]. It is common for
deep learning approaches such as Generative Adversarial Networks
(GANS) to produce verbatim copies of training data, breaching pri-
vacy [45, 49]. A standard approach to prevent leakage is to use
Differential Privacy (DP) [12]. DP is a formal definition which en-
sures the output of an algorithm does not depend heavily on any one
individual’s data by introducing calibrated random noise. Under DP,
statistical models have become state-of-the-art (SOTA) for tabular
data and often outperform deep learning counterparts [14, 29, 47].
Approaches are based on Bayesian networks [56], Markov random
fields [33] and iterative marginal-based methods [3, 28, 32].

Private SDG methods perform well in centralized settings where
a trusted curator holds all the data. However, in many settings, data
cannot be easily centralized. Instead, there are multiple participants
each holding a small private dataset who wish to generate synthetic
data. Federated learning (FL) is a paradigm that applies when mul-
tiple parties wish to collaboratively train a model without sharing
data directly [23]. In FL, local data remains on-device, and only
model updates are transmitted back to a central aggregator [35].
FL methods commonly adopt differential privacy to provide formal
privacy guarantees and is widely used in deep learning [20, 22, 34].
However, there has been minimal focus on federated SDG: we only
identify a recent effort of Pereira et al. to distribute Multiplicative
Weights with Exponential Mechanism (MWEM) via secure multi-
party computation (SMC) [42]. Their work focuses on a distributed
setting which assumes a small number of participants are all avail-
able to secret-share data before the protocol begins. This is not
suited for the fully federated setting where there may be thousands
of clients and only a small proportion available at a particular round.

In this work, we study generating differentially private tabular
data in the federated setting where only a small proportion of clients
are available per-round who exhibit strong data heterogeneity. We
propose FLAIM, a novel federated analogue to the current SOTA
central DP algorithm AIM [32]. We show how an analog to tradi-
tional FL training can be formed with clients performing a number
of local steps before sending model updates to the server in the
form of noisy marginals. We highlight how this naive extension can
suffer severely under strong heterogeneity which is exacerbated
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Figure 1: Average error over a workload of marginals for
(FL)AIM trained with Y = 1 on a toy federated dataset. V
varies client feature skew where large Vresults in less skew.

when only a few clients participate per round. To circumvent this,
we modify FLAIM by replacing components of central AIM with
newly-built steps that are better suited to the federated setting, such
as augmenting clients' local choices via a private proxy of skew to
ensure decisions are not adversely a ected by heterogeneity.

Example. Figure 1 presents a federated scenario viidétef 100
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We show empirically our FLAIM method outperforms feder-
ated deep learning approaches such as DP-CTGAN, which
extends conclusions of prior studies to the federated setting.
We perform an extensive empirical study dhrealistic tabu-

lar datasets. We show FLAIM obtains utility matching Dis-
tAIM but reduces the need for heavyweight SMC, resulting in
less overhead. Furthermore, we show our FLAIM approaches
are resistant to varying levels of heterogenelty

2 PRELIMINARIES

We assume the existence ofparticipants each holding local datasets
1¢"""e over a set of3 attributes such that the full dataset is

denoted :=[. ..Additionally, we assume that each attribute is
categorica@. Forarecork :=1Ge"""+48 2 we denoteGgas the
value of attribute8 For each attribut®2 >8%we de ne gas the set
of discrete values thafg can take. For a subset of attribut@ » 3va
we abuse notation and l&gbe the subset of with attributes in the
set@We are mostly concerned with computing margiinal queries
over (orindividual .).Let@ »3Yanddene @= @ s

as the set of value@can take andc@:=j @ as the cardinality ol@

Definition 2.1 (Marginal ery).
subset of feature®
each entry is a count of the forth @ °° =

892 =gkl 2 @

As an example, consider a dataset with two features: unemploy-
ment and age where 1 = fOrlgand 2 = f1+2 """99. The output
of the marginal query@= fD=4<?;>~<4=Ce+ 0§ a vector where
an entry is a count of each record that satis es a possible combi-
nation of feature values e.giP=4<?= 0-064= 18. The goal in
workload-based synthetic data generation is to generate a synthetic

A marginal query for a
»3Vis a function" @: P ! R @where
g DGe= 0g%

clients participate per round. Each client holds data with varying ysiaset” that minimisesErrt « *° over a given workload of (mar-
degrees of feature skew, where a lavgamplies less heterogeneity. ginal) queriest. We follow existing work and study the average

We use four variations: Centralised AIM (black); Distributed AIM

our adaptation of Pereira et. 442] (purple); our naive federated

AIM approach (red); and our improved federated version (green). We Definition 2.2 (Average Workload Error).

plot the! ;1 error over a workload of marginal queries trained with
Y = 1. Due to client availability, there is an inevitable utility gap

between central and distributed AIM. By naively federating AIM, client Errt « ;&0 =
decisions made in local training are strongly a ected by heterogeneity

while distributed AIM is not, resulting in a big loss in utility. This gap
is almost closed in high skew scenarios (sviay penalising clients'

local decisions via a private measure of heterogeneity (AugFLAIM).

Our main contributions are as follows:

We are the rst to study marginal-based methods in the fed-
erated setting. We extend the work of Pereira et @ who
focus on a strongly synchronized distributed setting with
MWEM to instead form a distributed protocol that replaces
MWEM with AIM to obtain greater utility (DistAIM).
Motivated to reduce the overheads present in DistAIM, we
propose FLAIM, our federated analogue of AIM [32] that is
designed speci cally for the federated setting. We propose
novel extensions based on augmenting utility scores in AIM
decisions via a private proxy that reduces the e ect hetero-
geneity has on local decisions, resulting in increased model
performance and smaller overheads.

'workload error under the 1 norm [32].

Denote the work-
load& = f@+"""+@y as a set of marginal queries where each
@ »3Y%The average workload error for synthetic datAsstle ned

7] @ kd° "d™k

We are interested in producing a synthetic datagewith marginals
close to that of . However, in the federated setting it is often im-
possible to form the global dataset := [. . due to privacy
restrictions or client availability. Instead the goal is to gather suf-
cient information from local datasets . and train a model that
learns" @ °. Forany .,the marginal query’ @ . °and local
workload errorErrt . s " are de ned analogously.

Di erential Privacy (DP) [11]] is a formal notion that guarantees
the output of an algorithm does not depend heavily on any individ-
ual. We seek to guaranteey « X-DP, where the parametefis called
the privacy budgetand determines an upper bound on the privacy
leakage of the algorithm. The paramet&ide nes the probability

of failing to meet this, and is set very small. DP has many attrac-
tive properties including sequential composition, meaning that if
two algorithms arelYjs X°-DP andYze %°-DP respectively, then

10ur code is available at https://github.com/Samuel-Maddock/ aim
2We discretize continuous features via uniform binning, see Appendix B.1 for details.
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their joint output on a speci ¢ dataset satis e8Y; , Yoo X , X°-DP.
Tighter bounds are obtained via zero-Concentrated DP (zCDOP) [

Definition 2.3 ( d-zCDP). A mechanisnM is d-zCDP if for
any two neighbouring datasets %and allU 2 11+1° we have
UMt ojM1 ® d U where yis Renyi divergence of ordér

One can convert-zCDP to obtain artY+ X-DP guarantee. The
notion of adjacent datasets can lead to di erent privacy de ni-
tions. We assumexample-level privacywhich de nes two datasets

., Otobe adjacent if Ocan be formed from the addition/removal
of a single row from . To satisfy DP it is common to require
bounded sensitivityof the function we wish to privatize.

Definition 2.4 (Sensitivity). Let5:D ! R3 be a function
over a dataset. THe sensitivity of5, denoted »15°, is de ned as
2150 :=max ok5! © 51 ®l, where Orepresents the
example-level relation between datasets. Similayhg® is de ned
with the! 1 norm as 115° :=max ok5t © 51 Ok,

We use two foundational DP methods that are core to many DP-SDG
algorithms, the Gaussian and Exponential mechanisms [12].

Definition 2.5 (Gaussian Mechanism). Let5 : D | RS2,
the Gaussian mechanism is de ned'ast5® = 51 © =~ 150
N10f2 3°. The Gaussian mechanism satis%@zCDP.

Definition 2.6 (Exponential Mechanism). LetD!@°:D !

R be a utility function de ned for al@2 &. The exponential mecha-
nism release@with probabilityP»>M* © =@ /expt- D@ °°,

with = maxg 1'D'@ °°. This satis es%z-zCDP.

Iterative Methods (Select-Measure-Generate). Recent methods
for private tabular data generation follow the Select-Measure-
Generate paradigm which is also the core focus of our work. These
are broadly known as iterative method2§ and usually involve
training a graphical model via noisy marginals over a number of
steps. In this work, we focus on AIM3Z, an extension of the classi-
cal MWEM algorithm [L§, which replaces the multiplicative weight
update with a graphical model inference procedure called Private-
PGM [B3. PGM learns a Markov Random Field (MRF) and applies
post-processing optimisation to ensure consistency in the gener-
ated data. PGM can answer queries without directly generating
data from the model, thus avoiding additional sampling errors.

In outline, given a workload of querie&, AIM proceeds as fol-
lows (further details are in the full technical report):

(1) At each roundG via the exponential mechanisrmselect a
query @2 & that is worst-approximated by the current
synthetic dataset.

(2) Under the Gaussian mechanismeasure the chosen mar-
ginal and update the graphical model via PGM.

(3) At any point, we cangenerate synthetic data via PGM that
best explains the observed measurements.

AIM begins roundCby computing utility scores for each query
@2 & of the form,

q_—
D@ °=Fg k'@ ° "@""° "k & fc =g~

where "'C 1 s the current PGM model. The core idea is to select
marginals that are high in error ( rst term) balanced with the ex-
pected error from measuring the query under Gaussian noise with

3
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Yariancef (2: (second term). The utility scores are weighted Byy:=

A& JA\ @ which calculates the overlap of other marginals in the
workload with @ The sensitivity of the resulting exponential mech-
anismis = maxgF @since measurink’ @ ° " @ " '¢ "ok
has sensitivityl which is weighted byF @ Once a query is selected
it is measured by the Gaussian mechanism with variahgeand
sensitivity 1. An update to the model via PGM is then applied using
all observed measurements so far. See Appendix A.1 for full details.
Towards Decentralized Synthetic Data. Given a set of clients
with datasets 1¢""” and workload&, the goal is to learn a
synthetic dataset" that best approximates :=[. . over& e.g.,
"a Mo w @ ©8@2 &. However, computing statistics directly
from is not possible as each. is private. We make an important
distinction here between the highly-synchronizetistributedand
loosely-coordinatedederatedsettings. In thedistributed setting,
all participants are available to collaboratively shdreg . © and
some central server(s) compute steps of AIM in a strongly syn-
chronized manner, with high communication overhead. This is the
original setting of Pereira et al42. Instead we are mainly inter-
ested in thefederatedsetting where we assume that participants
are more weakly engaged, and may become unavailable or dropout
at any moment. We model this by assuming that each participant
participates in the current round only with probabilit. We also
assume each. exhibits heterogeneity which could manifest as
signi cant feature-skew or a varying number of samples. We detall
how we model heterogeneity in Section 5.

3 DISTRIBUTED AIM

Our rst proposal, DistAIM, translates the AIM algorithm directly
into the federated setting by having computing servers jointly
calculate each step, attempting to mirror what would be computed
in the central setting. To do so, computing servers must collaborate
privately and securely, such that no one participant's raw query
answers," @ - °, are revealed. The select and measure steps
require direct access to private local datasets, and hence we
need to implement distributed DP mechanisms for these steps. We
present an overview here with full details in Appendix A.2.

Pereira et al. 42, describe one such approach for MWEM. They
utilize various secure multi-party computation (SMC) primitives
based on secret-sharind]l However, a key di erence is they as-
sume adistributedsetting whereall participants rst secret-share
their workload answers to computing servers before the protocol
begins. These computing servers implement secure exponential and
Laplace mechanisms over shares of marginals via standard SMC op-
erations 4. This is a key di erence to our federated setting where
we assume partial participation of clients over multiple rounds.
Their approach also has two drawbacks: rst, their cryptographic
solution incurs both a computation and communication overhead
which may be prohibitive in federated scenarios. Secondly, their
approach is based on MWEM which results in a signi cant loss
in utility. Furthermore, MWEM is memory-intensive and does not
scale to high-dimensional datasets.

Instead, we apply the framework of Pereira et a4 to AIM,
and adapt this for our federated setting. Compared to AIM and
Pereira et al., our DistAIM approach has important di erences:



KDD '24, August 25 29, 2024, Barcelona, Spain

Samuel Maddock, Graham Cormode, and Carsten Maple

Client participation: At each round only a subset of participants

Algorithm 1 FLAIM

are available to join the AIM round. For simplicity, we assume

clients are sampled with probabilit?. In expectation? clients
contribute their secret-shared workload answers efg:, @ - °K:

Input:  participants with data 1#”” " . , sampling rate?, global
rounds) , local roundsB workload&, privacy parametergY X
1: for each global round€C=1""") do

@2 &gto computing servers. This is an immediate di erence with
the setting of Pereira et al.4g, where it is assumed all clients

2
. . . . . 3

are available to secret-share marginals before training. Instead, in .
5

DistAIM the secret-shares from participants are aggregated across
rounds and the select and measure steps are carried out via
computing servers over the updated aggregate shares at a particular
round. Compared to the central setting, DistAIM incurs additional

o

Form% by sampling each client with probability ?
for each client 2 9%do
for each local step=1"""Rlo
Filter workload& & nfj@=1:@2 &g(Private)

Compute a heterogeneity measure for ea@2 &

error due to subsampling. %O Naive
Select step:A key di culty extending AIM (or MWEM) to a dis- '@ 1@® = K o ok

. e . _ o g '@=ka d °k
tributed setting is the use of the exponential mechanism. In order to §.i K' ol L0 1MC %), private
apply this, the utility scoreD'@ © must be calculated. Following D@ %2e" fu o fo 1
Protocol 2 of Pereira et al4], sampling from the exponential mech- 7: Select @ 2 & using Exp-
anism can be done over secret-shares of the marghadl . °K Mech with utility score&s) D@ .° =
since utility scoreP*@ ° depend only linearly in* @ - °. . W 4 AIC 10 - 2 _

. - F k' .0 ”ok = f1 o - = 1

Measure step: Once a marginal has been sampled, it must be eka . ¢ 1 ¢ cr; @L@
measured. Protocol 3 in Pereira et 247 proposes one way to 8: Measure marginal "@ .° = "@g .°,
securely generate Laplace noise between computing servers. This N Oof2
i - i 'C 19,
is then added to the aggregate sum of a secret-shared marginal. To Eetimat local modelia PGM
remain consistent with AIM, we use Gaussian noise instead. % stimate new loca n;oo evia as

Estimate step: Under the post-processing properties of DP the

computing server(s) are free to use the measured noisy marginals 1.

with PGM to update the graphical model, as in the centralized case.

11
4 FLAIM: FL ANALOG FOR AIM 1z
While DistAIM is one solution, it is not de ned within the standard ii

federated paradigm where clients typically perform a number of
local steps before sending model updates to a server. Furthermore,
the SMC-based approach can have large overheads which is prohib-

itive for federated clients who have limited bandwidth (we explore  1s:

this in Section 5.3). This leads us to design an AIM approach that is
analogous to traditional Federated Learning (FL), where only light-
weight SMC is needed in the form of secure-aggregation (SecAgg)
[4]. In FL, the paradigm for training models is to do computation
on-device, having clients perform multiple local steps before send-
ing a model update. The server aggregates all client updates and

16:

ALC 1°; ; ic 1 .
: argmin,, g g f_ak @'?”° ""@' :-°k

Share alll-way marginals under SecAgg,

ML f1 Ce@¥ o4 . °Kgg,gy(Private only)
ComputeM . fi Ce@+J' @.! .°Kg.g/M *
SendM . to the server via SecAgg

Server updates measurement IgtC:= [ . 20xM .
for eat]ah unique@2 M Caggregate marginals and add noise
6=t am. g @ K, #I0E
§1°f c
for each"~§computeUy= _#Gfc
“#gfc Private
Server updates measurement It with each*C+ @% L&

Naive

and updates the global model

. I
"¢ argmin,,g @ 2M WK @ "G

performs an update to the global mode&§. When combined with
DP, model updates are aggregated via SecAgg schemes and noise is
added either by a trusted server or in a distributed manner. In the

and not obtainable in practice, but provides an idealized baseline.

case of AIM, we denote our analogous FL approach as FLAIM. In Lastly, Section 4.3 introduces AugFLAIM (Private), which again aug-

FLAIM, the selection step of AIM is performed locally by clients

ments local utility scores but with a private proxy of heterogeneity

(across multiple local training steps). Each clients' chosen marginals alongside other heuristics to improve utility.

are then sent to a trusted server via SecAgg and noise is added.
In more detail, FLAIM is outlined in Algorithm 1. We present
three variations, with di erences highlighted in color. Shared be-
tween all variations are the key di erences with DistAIM displayed
in blue underline First is NaiveFLAIM, a straightforward transla-
tion of AIM into the federated setting. In Section 4.1, we explain

All FLAIM variants proceed by sampling clients to participate
in round C Each client performs a number of local stesvhich
consist of performing a local selection step using the exponential
mechanism, measuring the chosen marginal under local noise and
updating their local model via PGM. When each client nishes
local training, they send back each chosen qué@glongside the

the shortcomings of such an approach which stems from scenarios associated marginal' @ . °K which are aggregated via secure-

where clients' local data exhibits strong heterogeneity. Motivated
by this, Section 4.2 proposes

aggregation and noise is added by the central server. Hence, local
avariant of FLAIM training is done under local di erential privacy (LDP) to not leak

that assumes oracle access to a measure of skew which can be usedany privacy between steps, whereas the resulting global update is
to augment local utility scores. This skew measure is non-private under a form of distributed DP where noise is added by the central
4
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server to the securely-aggregated marginals. We assume all AIM
methods run for) global rounds. AIM can also sgt adaptively

via budget annealing and we explore this in our experiments (see
Appendix B.4 for details).

4.1 NaiveFLAIM and Heterogeneous Data

NaiveFLAIM is our rst attempt at a SDG in the federated setting,
by directly translating the AIM algorithm. However, in federated
settings, participants often exhibit strong heterogeneity in their
local datasets. That is, clients' local datasetscan di er signif-
icantly from the global dataset . Such heterogeneity will a ect
AIM in both the select and measure steps. If. and are sig-

ni cantly di erent then the local marginal” @ - © will di er from

the true marginal" @ °. We quantify heterogeneity for a client
and query@?2 & via the! 1 distance:

g'@=Kd ° @ °K

This can be viewed as a measure of query skew. In FLAIM, we
proceed by clients perform a number of local steps. The rst stage
involves carrying out a local select step based on utility scores
of the formD'@ .°/ k" @ -° " @ "'C k. Suppose for a
particular client: there exists a query@®?2 & such that" @ . °
exhibits strong heterogeneity. If at stePthe current model”*C 1°

is a good approximation of , then it is probable that client ends

up selecting any query that has high heterogeneity sifi#é@ . °/
ire .° @™ ii"e .° @ Cih=g'@ This
mismatch can harm model performance and is compounded by
having many clients select (multiple and possibly di ering) skewed
marginals and so the model is updated in a way that drifts from

4.2 AugFLAIM (Oracle): Tackling Heterogeneity

The di culty above arises as clients choose marginals via local
applications of the exponential mechanism with a score that does
not account for underlying skew. We hav@*@ . ° /

g . @™ k'd ° "@k.Kd @
/| D'@ o’g.l@

To circumvent this, we should correct local utility scores by down-
weighting marginals based og 1@ and modify utility scores as:

D@ .°/k" @ .° "@"°k g@

whereg '@ is an exactl 1 measure of heterogeneity for client

: at a marginal@ Unfortunately, measuring @ under privacy
constraints is not feasible. That ig, *@ depends directly ofi @ °,
which is exactly what we are trying to learn via AIM. Still, we
introduce as an idealized baseline to compare
with. AugFLAIM (Oracle) is a variation of FLAIM that assumes
oracle access tg '@ and augments local utility scores as above.

4.3 AugFLAIM (Private): Heterogeneity Proxy

Since augmenting utility scores directly vig 1@ is not feasible,
we seek a proxy 1@ that is reasonably correlated with '@ and

KDD ‘24, August 25 29, 2024, Barcelona, Spain

Table 1. Comparison of FLAIM approaches against baselines
for negative log-likelihood (NLL), Y= 5. Smaller NLL is better.

Method / Dataset ~ Adult Credit Covtype
Fed DP-CTGAN 37.1 83.8 62.7
FedNaiveBayes 25.33 18.02 449
FLAIM (Random) 83.9 47.7 58.4
NaiveFLAIM 29.4 18 45.4
AugFLAIM (Private) 20.87 16.2 41.6
DP-CTGAN 28.6 27.6 45.9
AIM 19.2 15.57 40.92

by heterogeneity. We propose the following proxy

1@ = % I ek fogt :° "ragt °ka
Instead of computing a measure for ea@? &, we compute one
for each featured 2 >8%where" o4* . ° is a noisy estimate of
the 1-way marginal for feature For a particular query@? &, we
average the skew of the associated features containe@ Buch
ag @ relies only on estimating the distribution of each feature.
This estimate can be re ned across multiple federated rounds as
each participant can measufes o' . © for each92 >8%and have
the server sum and add noise (via SecAgg) to produce a new private
estimate"oq* © each round. We add two further enhancements:
1. Filtering and combining 1-way marginals (Line 10). As we
require clients to estimate all features at every round, we remove 1-
way marginals from the workload to prevent clients from measuring
the same marginal twice. All 1-way marginals that are estimated
for g 1@ are fed back into PGM to improve the global model.
2. Weighting Marginals (Line 15). In PGM, measurements are
weighted byU = 1+f ¢, so those that are measured with less noise
have more importance in the optimisation of model parameters.
Both AugFLAIM variations adopt an additional weighting scheme
that includes the total sampfle size that contributed to a particular
marginal @at roundc#é:z f: S2M. gj . j where the weight
become&;)g»= #éf ¢ Thisrelies on knowing the number of samples
that are aggregated. In some cases, the size of datasets may be
deemed private. In such scenarios, it can be estimated from the
noisy marginal"~@by summing the counts to producéa

The privacy guarantees of all FLAIM variations follow directly
from those of AIM. The use of a heterogeneity measure incurs
an additional sensitivity cost for the exponential mechanism and
AugFLAIM (Private) incurs an additional privacy cost as it measures
each of the8 features at every round. The following lemma captures
this. See Appendix A.3 for the full proof.

Lemma 4.1For any number of global roundsand local roundg
FLAIM satis esY«XDP, under Gaussian budget allocafi@?0-1°
by computingd according to Lemma A.2, and setting

q___
| B3 Naiveor ' 811 A d

fC: qu . . %: )—B
Z AT Private

can be computed under privacy. This proxy measure can be used For AugFLAIM methods, the exponential mechanism is applied with

to correct local utility scores, penalising queries \@a'@. This
helps ensure clients select queries that are not adversely a ected
5

sensitivity

= maxg @
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(a) Adult

Figure 2: Ablation study, comparing utility for FLAIM variations that augment local utility scores,

5 EXPERIMENTAL EVALUATION

For our experiments, we utilize realistic benchmark tabular datasets
from the UClI repository L(: Adult, Magic, Marketing and Covtype.
We further use datasets common for benchmarking synthetic data:
Census and Intrusion from the Synthetic Data Vault (SD¥QI[ We
also construct a toy dataset with feature-skew denoted SynthFS.
Full details on all datasets are contained in Appendix B.1.

We evaluate our methods in three ways: average workload error
(as de ned in Section 2), average negative log-likelihood (evaluated
on test data) and the area under the curve (AUC) of a decision tree
model trained on synthetic data and evaluated on test data.

For all datasets, we simulate heterogeneity by forming non-11D
splits in one of two ways: The rstis by performing dimensionality
reduction and clustering nearby points to form client partitions that
have strong feature-skew. We call this the clustering approach.
For experiments that require varying heterogeneity, we form splits
via an alternative label-skew method popularized by Li et &7[
This samples a label distributio?, 2 »01%4 for each clas® from
a Dirichlet!\® where largerVresults in less heterogeneity. See Ap-
pendix B.2 for full details. In the following sections, all experiments
have = 100clients with partitions formed from the clustering
approach unless stated otherwise. We train (FL)AIM models on a
xed workload of 3-way marginal queries chosen at random with
j&j = 64and average results overOindependent runs. Further
experiments on datasets besides Adult are contained in Appendix
C.

5.1 Comparison with Existing Baselines
We begin with an experiment comparing AugFLAIM (Private) to

other federated baselines. One such SOTA approach is CTGAN

[53. We utilise the DP-CTGAN implementation within OpenDP's
smartnoise-sdk39 to compare to AIM. For the federated setting
we train CTGAN using DP-FedSGD via FLSi#|[ For details on
hyperparameters see Appendix B.4. We further compare AugFLAIM
(Private) against two AIM baselineELAIM (Randomyvhich takes
FLAIM and randomly chooses a que@? & without utilising the

(b) Credit
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(c) Covtype

Y=5) =10B=1?=01

exponential mechanism. Instead, all privacy budget is spent on
the Measure step. The other BedNaiveBayewhich restricts the
workload& to only 1-way marginals and is equivalent to training a
NaiveBayes model. In Table 1 we present the negative log-likelihood
(NLL) for models trained to aiv = 5 across three datasets. Methods
achieving lowest NLL for a particular dataset are in bold.

For the central setting, AIM achieves better performance than
DP-CTGAN across each dataset. This con rms prior studies such
as [29 that show graphical model approaches achieve better utility
than deep learning methods for tabular data. For the federated set-
ting, we note FedNaiveBayes and FLAIM (Random) both perform
poorly in comparison to AugFLAIM (Private). This illustrates two
main points: utilising the exponential mechanism does result in a
substantial increase in utility (i.e., randomly choosi@® & is poor)
and that utilising a workload of -way marginals with: | 1gives
best utility (i.e., NaiveBayes is poor). Further note, AugFLAIM (Pri-
vate) has better utility than NaiveFLAIM which shows augmenting
utility scores in the Exponential mechanism does improve utility.
We explore this further in Section 5.3. Finally, Fed DP-CTGAN per-
forms very poorly compared to AugFLAIM. Even NaiveFLAIM and
occasionally FedNaiveBayes outperform it. There are further issues
for practitioners: rst, Fed DP-CTGAN requires a large number
of hyperparameters to be tuned for best utility such as client and
server learning rates and the clipping norm. This is in contrast to
(FL)AIM methods that only have a single hyperparameter - the total
number of global round} . Secondly, CTGAN requires a large num-
ber of training epochs. In this experiment we train for 50 epochs
which is equivalenttg = 500rounds whereas the FLAIM methods
achieve better utility in only) = 10rounds. For these reasons, in
further experiments, we do not compare to federated CTGAN.

5.2 Ablation Study: Utility of AugFLAIM

To understand what determines the utility of AugFLAIM (Private)
we present an ablation study in Figure 2. Here we train FLAIM
models withY = 5 on Adult, Credit and Covtype whilst varying
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(a) Varying privacy budget 1Y

(d) Varying Vin label-skew

Figure 3: Varying (FL)AIM Parameters on Adult; Unless otherwise stated ) = 10B=1+?=0"1e

the global roundg . We present NaiveFLAIM compared with varia-

tions that augment the utility scores of the Exponential mechanism.

These are: using the true heterogeneity measgré@ only (other-
wise denoted ); using*@ with the Iter-and-
combine heuristic; using the private heterogeneity prog:@ only
and usingg- 1@ with the Ilter and combine heuristic (otherwise
denoted AugFLAIM (Private)). On the Credit dataset, usint®

or g 1@ only results in a clear improvement over NaiveFLAIM, and
when combined with the heuristics the lowest error is obtained.
On Adult and Covtype, using onlg 1@ or the private proxyg '@
does not immediately result in lower workload error than Naive-
FLAIM. Instead, utilising the Iter and combine heuristics results in
the best workload error overall. In further experiments, we denote
AugFLAIM (Private) as the method which augments utility scores
with g 1@ and uses the lter and combine heuristic whereas we
denote
g 1@ only (without further heuristics).

(b) Varying global rounds 1) °

(e) Varying ) B - Workload Error
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(c) Varying client sample-rate 1?°

(f) Varying )*B - Test AUC

=100Y=1

5.3 Parameter Settings

Having concluded that AugFLAIM (Private) achieves the best per-
formance against other federated baselines, we now present a de-
tailed set of experiments comparing FLAIM methods with DistAIM
across a variety of federated settings. We compare AIM and Dis-
tAIM against NaiveFLAIM and our two variants that augment local
utility scores: AugFLAIM (Oracle) using *@ only and AugFLAIM
(Private) using proxyg- '@ with ltering and combining 1-ways.
Varying the privacy budget 1. In Figure 3a, we plot the work-
load error whilst varyingYon Adult, samplingl0%of clients per
round and setting = 10 First, we observe a clear gap in perfor-
mance between DistAIM and central AIM due to the error from
subsampling a small number of clients per round. We observe that
naively federating AIM gives the worst performance even s
becomes large. Furthermore, augmenting utility scores makes a

as the method that has oracle access to ¢jear improvement in workload error, particularly fov j 1. By

estimating feature distributions at each round, AugFlaim (Private)
can obtain performance that matches or sometimes improves upon
DistAIM for larger values ofY. We further note that AugFLAIM

(Private) has lower error than AugFLAIM (Oracle) which may seem
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counter-intuitive. However, AugFLAIM (Oracle) is still trained un-
der DP, only oracle access@o'@ is assumed which is non-private
and trained without heuristics as explored in Section 5.2.

Varying the number of global AIM rounds %) °. In Figure 3b, we
vary the number of global AIM rounds and ¥ = 1. Additionally,

we plot the setting wherg is chosen adaptively by budget anneal-
ing. This is shown in dashed lines for each method. First observe
with DistAIM, the workload error decreases gsincreases. Since
computing servers aggregate secret-shares across rounds, then as
grows large, most clients will have been sampled and the server(s)
have workload answers over most of the (central) dataset. For all
FLAIM variations, the workload error usually increases wheris
large, since they are more sensitive to the increased amount of noise
that is added. For NaiveFLAIM, this is worsened by client hetero-
geneity. Further, we observe that for AugFLAIM (Private), the utility
matches that of DistAIM unless the choice Jofis very large. At

) =10Q the variance in utility is high, sometimes even worse than
that of NaiveFLAIM. This is since the privacy cost scales in both the
number of rounds and features, resulting in too much noise. In the
case of annealing, is chosen adaptively by an early stopping con-
dition (see Appendix B.4). While annealing has good performance
in central AIM, it obtains poor utility across all federated methods.
For annealing on Adult, AugFLAIM (Private) matches AugFLAIM
(Oracle) and both perform better than NaiveFLAIM. Overall, we
found choosing to be small* 3 gives best performance for
AugFLAIM and should avoid using budget annealing.
Client-participation  1?°. In Figure 3c, we plot the average work-
load error whilst varying the per-round participation rate?j with

) =10 Y= 1 We observe clearly the gap in performance between
central AIM and DistAIM is caused by the error introduced by sub-
sampling and wher? 05 performance is almost matched. For
NaiveFLAIM, we observe the performance improvemen®as-
creases is slower than other methods. WHeis large, NaiveFLAIM
receives many measurements, each likely to be highly heteroge-
neous and thus the model struggles to learn consistently. For both
AugFLAIM variations, we observe the utility improves with client
participation but does eventually plateau. AugFLAIM (Private) con-
sistently matches the error of DistAIM except whéhis large, but

we note this is not a practical regime in FL.

Varying heterogeneity ( V).In Figure 3d, we plot the average work-
load error on the Adult dataset over client splits formed by varying
the heterogeneity parametei\® to produce label-skew. Here, a
largerV corresponds to a more uniform partition and therefore less
heterogeneity. In the label-skew setting, data is both skewed accord-
ing to the class attribute of Adult and the number of samples, with
only a few clients holding the majority of the dataset. We observe
that when the skew is largeM Y 071), all methods struggle. A¥
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increases for methods that perforBr 4 local updates. Although
increasing the number of local round® does not result in lower
workload error, and in cases whejeis misspeci ed can give far
worse performance, it is instructive to instead study the test AUC
of a classi cation model trained on the synthetic data. In Figure 3f
we see that performing more local updates can give better test AUC
after fewer global rounds. For AugFLAIM (Private), this allows us
to match the test AUC performance of DistAIM on Adult.
Comparison across datasets. Table 2 presents results across all
datasets with client data partitioned via the clustering approach.
We setY=1+?=0"and) = 10 For each method we present both
the average workload error and the negative log-likelihood over a
holdout set. The rstis a form of training error and the second a
measure of generalisation. We observe that®of the 7 datasets
AugFLAIM (Private) achieves the lowest negative log-likelihood
and workload error. On the other datasets, AugFLAIM (private)
closely matches DistAIM in utility but with lower overheads.
Distributed vs. Federated AIM. Table 3 presents the overhead of
DistAIM compared to AugFLAIM (Private) including average client
throughput (sent and received communication) across protocols.
We sef) 2 »1+200/that achieves lowest workload error. Observe on
Adult, DistAIM requires twice as many rounds to achieve optimal
error and results in a large (1309 increase in client throughput
compared to AugFLAIM. However, this results . lower work-
load error and anl1%mprovement in NLL. This highlights one
of the chief advantages of FLAIM, where, for a small loss in utility,
we can obtain much lower overheads. Furthermore, whil2 agap

in workload error seems signi cant, we refer back to Figure 3f,
which shows the resulting classi er has AUC that is practical for
downstream tasks. We note the overhead of DistAIM is signi cantly
larger than FLAIM when queries in the workload have large car-
dinality (e.g., on Adult and Magic). Datasets with much smaller
feature domains still have communication overhead but it is not as
signi cant (e.g., Covtype which has many binary features).

6 RELATED WORK

Synthetic data has gained substantial traction due to its potential
to mitigate privacy concerns and address limitations for sharing
real-world data. Many generative deep learning approaches exist
including GANSs L5, VAEs [5]] and di usion models [1§. Recent
work has extended these synthetic data generators (SDGs) to satisfy
central di erential privacy (DP) BQ 48 57 and whilst results are
promising for image data, performance on tabular data remains
limited. Only a few generative tabular approaches exist including
that of CTGAN [13 53. However, recent work has shown that
private tabular approaches like DP-CTGAN often fail to provide

increases and skew decreases, NaiveFLAIM performs the worst and good utility when compared to simpler model44 47]. Indeed, in

AugFLAIM (Private) has stable error, close to that of DistAIM.
Varying local rounds ( B. A bene t of the federated setting is
that clients can perform a number of local steps before sending all
measured marginals to the server. However, for FLAIM methods,
this incurs an extra privacy cost in the number of local rounds
1P. In Figure 3e, we var 2 fl+4gand plot the workload error.
Although there is an associated privacy cost with increasBghe
errors are not signi cantly di erent for small) . As we vary) ,
the associated privacy cost becomes larger and the workload error
8

the central setting of DP many successful methods are based on
graphical models such as PrivBayést], PrivSyn [57], PGM [33

and AIM [32. Recent work has shown the class of iterative methods
[28 are SOTA on tabular data and we choose to focus on one of
these methods, AIM, in our work. Meanwhile, research into SDGs
in the federated setting remains limited. Recent federated SDGs are
focused on image data such as MD-GAN/], FedGAN #3 and
FedVAE b4. We do not compare with these in our work as they do
not support tabular data or DP. The closest work to ours is that of
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Table 2: Performance on datasets
are bold if a federated method achieves lowest on a speci ¢ dataset.
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=1007?7=0"Y= 1) =10 Results show workload error and negative log-likelihood. Metrics

Method / Dataset ~ Adult Magic Census Covtype Credit Intrusion Marketing
NaiveFLAIM 0.8/29.28 1.64/2587.5 0.72/322.29 0.3/47.44 0.42/20.22 0.7/27.92 1.05/186.44
0.62/23.91 1.18/62.84 0.61/44.5 0.26/45.11 0.21/16.84 0.48/17.92 0.87/38.27

AUgFLAIM (Private) 0.43/21.74 1.07/ 28.9

0.48/41.87 0.17/42.61 0.14/16.33 0.3215.05 0.64/30.17

DistAIM 0.42/21.41 1.08/35.04 0.54/55.19 0.2/45.94 0.18/16@.32/13.19 0.66/40.57
AIM 0.2/19.3 0.85/23.7 0.28/34.26 0.06/41.06 0.07/15.62 0.12/9.96 0.24/20.87
Table 3: DistAIM vs. FLAIM at optimal ) , metrics with " show REFERENCES

overhead of DistAIM over FLAIM and  # show %improvement

[1]
of DistAIM over FLAIM. Client throughput is additionally
stated in megabytes (MB) for DistAIM vs. FLAIM. 2]
Dataset ) ¥ Throughput (') Err #° NLL (%
Adult 2 1300 (80/0.06) 58  11% 3l
Magic 3.2 1643 (80/0.04) 20% 14%
Census 1.5x  64x(29.6/0.46)79% 33% 4l
Intrusion  2.5x  366x (101/0.28)82% 52%
Marketing 2.0x 97x(18/0.19) 77% 35% [5]
Credit 1.0x 167x(93/0.55) 45% 6% (6]
Covtype 1.25x 10x (7.6/0.76) 64% 3%
[71
[8]
Pereira et al.42 who propose a distributed DP version of MWEM [9]
[16 using secure multiparty computation (SMC) to distribute noise 0]

generation across computing servers. This approach has two main
drawbacks: it assumes all clients are available to secret-share their [11]
workload answers and as it is based on MWEM, obtains subpar
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and to study an alternative and more natural federation of these
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7 CONCLUSION
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(Private), which augments local decisions with a proxy for het-
erogeneity and obtains utility close to DistAIM while lowering
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Algorithm 2 AIM [32] “Central AIM/, to distinguish it from the distributed and federated
versions we consider in the main body of the paper. It is important
to highlight the following details:

Input: Dataset 2 R* 3, workload&, privacy parametery«X
Maximum model siz¢

Output: Synthetic datasef’ zCDP Budget Initialisation: In central AIM, the number
1: Initialise the zCDP budgaﬂtow diYeXviaLemma A.2 of global roundg is set adaptively via budget annealing. To
2: Setfg -\6 8 01 dypia* 163 begin,) = 16 3 where3 is the number of features. This
3: SetC 0Oand& Completiort&®° i is the maximum number of rounds that will occur in the
4: For each margina@? & initialise weightsF @:=  ppg j@ A case where the annealing condition is never triggered. This
5: while dyseqd Y diota d0 initialisation occurs in Line 2.
6: cC C1 Workload Filtering: The provided workload of queries,
7: if C= 0then « Initialise with one-way marginals is extended by forming the completion &. That is to say,
8: Filter current rounds workload as all lower order marginals contained within ang@?2 & are

also added to the workload. Furthermore, for the rst round

& f @2&:j@=1g the workload is ltered to contain only 1-way marginals to

o: Measure™ @ °© "@ °, # 10-f§ %8@2 &o and initialise the model. This occurs in Line 8. In subsequent
use PGM to estimatég rounds, the workload is Itered to remove any queries that
10: dused  used. 2%4‘ would force the model to grow beyond a predetermined
1 else ¢ ma?(imum sizg . This occurs at Line 12. . .
12 Filter the workload We_lghtec_zl Worklgad: _Each _marglna@z & is assigned a
A dused weight viaF@= ag j@ A. Thus, marginals that have
&c f @2&:ModelSizé"c 10 @ . (9 high overlap with other queries in the workload are more
. .tOtaI . , likely to be chosen. This is computed in Line 4.
18 Select@2 8.L<.;usmg t.he exponential mechanism with Model Initialisation : Instead of initialising the synthetic
parametentand utility function r I distribution uniformly over the dataset domain, the synthetic
N 2 model is initialised by measuring each 1-way marginal in the
D@ ° Fe Kd ° "d'ci’k c fc=e workload, and using PGM to estimate the initial model.
) ) ) This corresponds to measuring each feature's distribution
14: Measure the chosen margina@ with the Gaussian

once before AIM begins and occurs in Lines 7-10.

Query Selection: A marginal query is selected via the ex-
@ ° @' °.NiOfEo ponential mechanism with utility scores that compare the
trade-o between the current error and the expected error

mechanism i.e.,

15: Estimate the new model via PGM [33] . ) o
& when measured under Gaussian noise. The utility scores and
A . 1. 100 w—1 o selection step occur at Line 13.
c argmin —K' @'? @* °ke . .
22S g fg Query Measurement: Once a query has been chosen, it
2 is measured under the Gaussian mechanism. This occurs at
16: dused  dused. ¥ . z—lz Line 14.

[}
17 ifK@"® "el'ci1’k Pac fc =@then -
Budget Annealing

PGM model estimation: The current PGM model is up-
dated by adding the newly measured query to the set of
previous measurements. The PGM model parameters are

1 Seffici fe2¥1 2 Ycl; . then updated by a form of mirror descent for a number of

19: if *dotal dused 211'2fc2; 1s B% 1°then « Final round iterations. The precise details of PGM can be found3g||

20 Set 2, 112 09 diptal dused™ 1 This occurs at Line 15.

8 01 digta dused Budget Annealing: At the end of every round, the di er-

21: return "¢ ence between the measured query of the new model and
that of the previous model is taken. If this change is smaller
than the expected error under Gaussian noise, the noise pa-
rameters are annealed by halving the amount of noise. This

A ALGORITHM DETAILS occurs at Line 17. If after this annealing there is only a small
A1 AIM amount of remaining privacy budget left, the noise param-

eters can instead be calibrated to perform one nal round

The current SOTA method, and the core of our federated algo- before nishing. This occurs at Line 20.

rithms is AIM, introduced by McKenna et a]32]. AIM extends the

main ideas of MWEM 16 but augments the algorithm with an .

improved utility score function, a graphical model-based inference A.2 DistAIM

approach (via Private-PGM) and more e cient privacy accounting We describe in full detail the DistAIM algorithm introduced in

with zero-Concentrated Di erential Privacy (zCDP). The full details ~ Section 3 and outlined in Algorithm 3. The algorithm can be seen as

of AIM are outlined in Algorithm 2. We refer to this algorithm as  an adaptation of42 who propose a secure multi-party computation
11
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Algorithm 3 DistAIM

Input:

1:
2:

vacy parametergYeX

Participants%e """ %with local datasets 1¢”" " ., pri-

Initialise AIM parameters as in Lines 1-4 of Algorithm 2

for each roundCdo

Sample participantg » : Ywith probability ? and remove
those who have already participated

For each 2 9% who have not participated before, secret-
share the workload answers]' @ . °K: @2, gtothe com-

pute servers [1]

Aggregate: The compute servers aggregate shares of the

Samuel Maddock, Graham Cormode, and Carsten Maple

with the central server. Instead the quality functio®¥@ °©
must be computed in a distributed manner between the com-
pute servers who hold shares of the workload answers.
Measure step: Once the marginai@ has been selected by

a secure exponential mechanism, it must be measured. As
[42) utilise MWEM, they measure queries under Laplace
noise which can be easily generated in an SMC setting. AIM
instead uses Gaussian noise and this is also what we use
in DistAIM. In practice, one can also implement this under
SMC e.g., using the Box-Muller method.

recelved ansiwers gnd combine with previously received shares A.3 FLAIM: Privacy Guarantees

J' @ K= ond @

K od @ K

Select: Compute servers sele@ 2 & using the exponen-
tial mechanism over secret sharés g ~°Kvia Protocol 2 in

[42] with AIM utility scores

D@ C=Fg K g® "@&"

r—
2

ok
c1rk c

c =@

Measure: @is measured using" @' “®Kunder a varia-
tion of Protocol 3in B2, replacing Laplace noise with Gaussian

to produce"g! &

Estimate the new model via PGM using the received noisy

measurements e.g.

A . e 1
c argmn —K' @
?22S g1'8

120 "@! ke

(SMC) approach for distributing MWEM. The key di erences are
that we replace MWEM with AIM and consider a distributed setting
where not all participants are available at any particular round. The

approach relies on participants secret-sharing their query answers
to compute servers who then perform a number of SMC operations

over these shares to train the model. The resulting algorithm is
identical to AIM in outline but has a few subtle di erences:

Secret Sharing: Participants must secret-share the required
quantities to train AIM. In 42, it is assumed that the full

workload answerdJ' @ °K:
secret-shared between a number of compute servers. In Dis-

@2 &ghave already been

tAIM, we assume that clients sampled to participate at a
particular round contribute their secret-shared workload

answersfJ' @ .°K: @2 &g

which are aggregated with

the shares of current and past participants from previous
rounds. Thus, as the number of global roudincreases, the

secret-shared answers approach that of the central dataset.

We assume the same SMC

framework @8] [which is a

3-party scheme based on [1].
Client participation: Ateach round only a subset of the par-
ticipants are available to join the AIM round. In expectation

? clients will contribute their

the form of secret-shares. Compared to the central setting,

local marginalg" @ - °Kin

DistAIM incurs additional error due to this subsampling.
Select step: One key obstacle in extending AIM to a dis-
tributed setting is the exponential mechanism. Since each

client holds a local dataset.

, they cannot share their data

12

In this section, we present and prove the privacy guarantees of the
FLAIM approach. For completeness, we provide additional de ni-
tions and results, starting with the de nition oftY« X-Di erential
Privacy.

Definition A.1 (Differential Privacy [ 12). A randomised
algorithmM : D ! R satis estYeX-di erential privacy if for any
two adjacent datasets 92 D and any subset of outputs R ,

PIM1 ©2(° 4'PLM L 002(0’)("

While we work using the more convenient formulation af-
zCDP (De nition 2.3), it is common to translate this guarantee to
the more interpretablé’Y«XDP setting via the following lemma.

LemmaA.2 (zCDPto DFg)). If amechanisnM satis esd-zCDP
then it satis estY+* XDP for allYj Owith
exptlU 1°1Ud Yoo 1Y

U 1 Sy

X=min
U1

We restate the privacy guarantees of FLAIM and its variations.
Lemma A.3 (Lemma 4.1 restated)-or any number of global
roundg and local roundB FLAIM satis e3Y+«X-DP , under Gauss-

ian budget allocatioA2 10-1° by computingd according to Lemma
A.2, and setting

r—
§ )27rd Naive or 811 A d
fe= ; B3, o " s )B
—ag* Private

For AugFLAIM methods, the exponential mechanism is applied with
sensitivity = maxg2- @

Proof. For NaiveAlM, the result follows almost directly from
AIM, since) rounds in the latter correspond tp Bin the former.
We then apply the existing privacy bounds for AIM. Similarly, for
AugFLAIM (Private), the 1-way marginals of every feature are in-
cluded in the computation, thus increasing the number of measured
marginals under Gaussian noise)}o 1B, 3°. In all variations, the
exponential mechanism is only applied once for each local round
and thus)B times in total. For AugFLAIM, the augmented util-
ity scoresD'@ - ° lead to a doubling of the sensitivity compared
to AIM, since" @ . °is used twice in the utility score and thus

=2 maxgFa@ f
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Table 4: Datasets - Those marked * have been subsampled for computational reasons.

Dataset # of training samples  # of features # of classes

Adult [26] 43,598 14 2

Credit [21] 284,807 30 2
Covtype* [5] 116,203 55 7

Census* [40] 89,786 41 2
Intrusion*[9] 197,608 40 5
Marketing [37] 41,188 21 2
Magic [6] 17,118 11 2

SynthFS (see Appendix B.1.1) 45,000 10 N/A

B EXPERIMENTAL SETUP

B.1 Datasets

In our experiments we use a range of tabular datasets from the UCI
repository [L(Q and others available directly from the Synthetic
Data Vault (SDV) packagé({). Additionally, we use one synthetic
dataset that we construct ourselves. A summary of all datasets in
terms of the number of training samples, features and classes is
detailed in Table 4. All datasets are splitinto a train and test set with
90% orming the train set. From this, we form clients' local datasets
via a partitioning method (see Appendix B.2). In more detail:

Adult A census dataset that contains information about
adults and their occupations. The goal of the dataset is to
predict the binary feature of whether their income is greater
than $50,000. The training set we use contains 43,598 training
samples and 14 features.
Credit A credit card fraud detection dataset available
from Kaggle. The goal is to predict whether a transaction is
fraudulent.
Covtype A forest cover type prediction dataset available
from the UCI repository. We subsampled the dataset for
computational reasons. Our train and test sets were formed
from 20%of the original dataset.
Census US census dataset available through the synthetic
data vault (SDV) package. This dataset was subsampled
for computational reasons. Our training and test sets were
formed from30%of the original dataset.
Intrusion The DARPA network intrusion detection dataset
containing network logs, available through the synthetic
data vault (SDV) package. This was subsampled for com-
putational reasons. Our training and test sets were formed
from 40%of the original dataset.
Marketing A bank marketing dataset available from the
UCI repository. The goal is to predict whether a client will
subscribe to a term deposit.
Magic A dataset on imaging measurements from a tele-
scope. The classi cation task is to predict whether or not the
measurements are signal or background noise. The training
set we use contains 17,118 samples and 11 features.
SynthFS A synthetic dataset formed from sampling fea-
tures from a Gaussian distribution with di erent means. The
precise construction is detailed in Appendix B.1.1. In our
13

experiments, the training set contains 45,000 samples with
10 features.

All continuous features are binned uniformly between the mini-
mum and maximum which we assume to be public knowledge. We
discretize our features witl32bins, although experiments varying
this size presented no signi cant change in utility. This follows the
pre-processing steps taken by prior work [3, 32].

B.1.1 SynthF3n orderto simulate feature-skew in an ideal setting
for FLAIM, we construct a synthetic dataset that we denote SynthFS.
To create SynthFS, we draw independent features from a Gaussian
distribution where the mean is chosen randomly from a Zip an
distribution whose parameteY controls the skew. This is done in
the following manner:

For each client 2 » Yand feature< 2 >8%sample mean

‘o ZipfiVegip®

For each feature 2 »8%sample=s examples for client

from# 172 o1°
In our experiments we set = 503000such that for = 100each
clientis assigned 500 samples. In order to form a test set we sample
10% from the dataset and assign the rest to clients. W8 x 10
and=zjps = 40in all constructions. We highlight this process for
V 2 f1s235gin Figure 4, with3 = 2 features for visualization
purposes only. By increasing, we decrease the skew of the means
being sampled from the Zipf distribution. Hence, for largéwalues,
each client's features are likely to be drawn from the same Gaussian
and there is no heterogeneity. Decreasi¥dncreases the skew of
client means and each feature is likely to be drawn from very
di erent Gaussian distributions, as shown whevi= 1.

B.2 Heterogeneity: Non-IID Client Partitions

In order to simulate heterogeneity on our benchmark datasets, we
take one of the tabular datasets outlined in Appendix B.1 and form
partitions for each client. The aim is to create client datasets that
exhibit strong data heterogeneity by varying the number of samples
and inducing feature-skew. We do this in two ways:
Clustering Approach  In the majority of our experiments,
we form client partitions via dimensionality reduction using
UMAP [31]. An example of this process is shown in Figure 5
for the Adult dataset. Figure 5a shows a UMAP embedding
of the training dataset in two-dimensions where each client
partition (cluster) is highlighted a di erent color. To form
these clusters we simply use-means where = 100is
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(@Vv=5 byv=3
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(v=2 dv=1

Figure 4: SynthFS: Synthetic dataset constructed with feature skew, varying V2 f1e2¢3+5g

the total number of clients we require. In Figures 5b-5d, we
display the same embedding but colored based on di erent
feature values for age, hours worked per-week and incame
50k. We observe, for instance, the examples that are largest
in age are concentrated around = 10 while those who
work more hours are concentrated around= 7. Thus
clients that have datasets formed from clusters in the area
of 116 7° will have signi cant feature-skew with a bias
towards older adults who work more hours. These features
have been picked at random and other features in the dataset
have similar skew properties. The embedding is used only
to map the original data to clients, and the raw data is used
when training AIM models.
Label-skew Approach While the clustering approach
works well to form non-IID client partitions, there is no sim-
ple parameter to vary the heterogeneity of the partitions.
In experiments where we wish to vary heterogeneity, we
follow the approach outlined by27. For each value the
class variable can take, we sample the distributi®n
Dirichlet*\® » (1% and assign examples with class value
to the clients using this distribution. This produces client
partitions that are skewed via the class variable of the dataset,
where a largeVV decreases the skew and reduces heterogene-

ity.

Table 5 presents the average heterogeneity for a xed workload
of queries across the Adult and Magic dataset with di erent parti-
tion methods for = 100clients. We look at the following methods:
IID sampling, clustering approach, label-skew with= 0”1 (large-
skew) and label-skew with/ = 0"8 (small-skew). Observe in all
cases that our non-IID methods have higher heterogeneity than
IID sampling. Speci cally, the clustering approach works well to
induce heterogeneity and can result in twice as much skew across
the workload. Note also that increasingfrom 0"1 to 0'8 decreases
average heterogeneity and &= 0'8, the skew is close to IID sam-
pling. This con rms that simulating client partitions in this way
is useful for experiments where we wish to vary heterogeneity,
since we can vary accordingly anaV 2 10-1%in experiments is
well-chosen.

14

Table 5: Average heterogenfeity over a workload of uniform
queries computed as + . @& @ @ whilst varying di er-
ent client partition methods with = 100total clients.

Dataset / Partition 11D Clustering Label-skew Label-skew
(V=01 (V=09

Adult 0.241 0.525 0.531 0.332

Magic 0.538 0.792 0.767 0.603

B.3 Evaluation

In our experiments we evaluate our methods with three di erent
metrics:

1. Average Workload Error. We mainly evaluate (FL)AIM meth-
ods via the average workload error. For a xefi workload of mar-
ginal queries&, we measuré&rrt o ";&° = & @& K'a °

"a "ok, where :=[. ..This can be seen as a type of training
error since the models are trained to answer the querieg&in

2. Negative Log-likelihood. An alternative is the (mean) neg-
ative log-likelihood of the synthetic dataset sampled from our
(FL)AIM models when compared to a heldout test set. This metric
can be viewed as a measure of generalisation, since the metric is
agnostic to the speci ¢ workload chosen.

3. Test ROC-AUC. In some cases we evaluate our models by
training a gradient boosted decision tree (GBDT) on the synthetic
data it produces. We test the performance of the classi er on a test
set and evaluate the ROC-AUC.

B.4 Experiment Hyperparameters

B.4.1 CTGANN our baseline comparisons in Section 5.1 we use
the DP-CTGAN implementation contained in the synthetic data
vault (SDV) packagedd. We performed a hyperparameter search
over epochs, learning rates and gradient clipping norm. We found
training for 20 epochs, with a gradient norm of, batch size of
128 discriminator LR ofl4 3 and generator LR 0f4 5 gave best
performance. For the federated setting we train the DP-CTGAN
using DP-FedSGD implemented via the FLSim framewdw.[We
found training for 50epochs with a local batch size 28§ clipping
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